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Abstract

Clientauthenticatiorhasbeena continuoussourceof
problemsontheWeh Althoughmary well-studiedtech-
niguesexist for authenticationyWeb sitescontinueto use
extremely weak authenticationschemes.especiallyin
non-enterpris@rvironmentssuchasstorefronts. These
weaknessesftenresultfrom carelessiseof authentica-
tors within Web cookies. Of the twenty-seen siteswe
investigated we wealenedthe client authenticatioron
two systemsgainedunauthorizedaccesson eight, and
extractedthe secrekey usedto mint authenticatorérom
one.

We provide a descriptionof the limitations, require-
ments andsecuritymodelsspecificto Webclientauthen-
tication. This includesthe introductionof the interrog-
ative advessary, a surprisingly powerful adwersarythat
canadaptvely querya Website.

We proposea setof hintsfor designinga secureclient
authenticatiorschemeUsingthesehints,we presenthe
designand analysisof a simple authenticationrscheme
secureagainstforgeriesby the interrogatve adwersary
In conjunctionwith SSL, our schemeis secureagainst
forgerieshby theactive adwersary

1 Intr oduction

Client authenticationis a common requirementfor
modernWeb sitesas more and more personalizecand
access-controlledervicesmove online. Unfortunately
mary sitesuseauthenticatioschemeshatareextremely
weakandvulnerableto attack. Theseproblemsaremost
often dueto carelessiseof authenticatorstoredon the
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client. We obsenedthisin aninformal surwey of authen-
tication mechanismsisedby variouspopularWeb sites.
Of thetwenty-s&ensiteswe investigatedywe wealened
theclientauthenticatiorof two systemsgainedunautho-
rized accesn eight, and extractedthe secretkey used
to mint authenticatorérom one.

This is perhapssurprising given the existing client
authentication mechanismswithin HTTP [16] and
SSL/TLS[11], two well-studiedmechanisms$or provid-
ing authenticatiorsecureagainsta rangeof adwersaries.
However, therearemary reasonghatthesemechanisms
are not suitablefor useon the Web at large. Lack of
a centralinfrastructuresuchas a public-key infrastruc-
ture or a uniform Kerberog[40] contributesto the pro-
liferation of weak schemes.We also found that mary
Web siteswould designtheir own authenticatioomecha-
nismto provide a betteruserexperience.Unfortunately
designersand implementersoften do not have a back-
groundin securityand, asa result,do not have a good
understanding@f the tools at their disposal. Becauseof
thislack of controloveruserinterfacesandunavailability
of a client authenticatiorinfrastructure Web sitescon-
tinue to reinventweak home-brev client authentication
schemes.

Our goal is to provide designersand implementers
with a clearframework within which to think aboutand
build secureWeb client authenticatiorsystems. A key
contribution of this papeiis to realizethatthe Webis par
ticularly vulnerableto adaptive chosermessagattacks.
We call anadwersarycapableof performingtheseattacks
aninterrogativeadvessary. It turnsoutthatfor mostsys-
tems,every useris potentiallyaninterrogatve adwersary
Despitehaving no specialaccesso thenetwork (in com-
parisonto theearesdroppin@ndactive adwversary) anin-
terrogatve adwersaryis ableto significantlycompromise
systemdby adaptiely queryingaWebsener. We believe
that, at a minimum, Web client authenticatiorsystems
shoulddefendagainsthis adversary However, with this
minimumsecurity sitesmaycontinueto bevulnerableo
attackssuchaseavesdroppingsenerimpersonationand
streamtampering. Currently the bestdefenseagainst



suchattacksis to useSSL with someform of client au-
thentication;seeRescorlg36] for moreinformationon
thesecurityandproperusesof SSL.

In Section 2, we describethe limitations, require-
ments andsecuritymodelsto considerin designingWeb
client authentication.Using thesedescriptionswe cod-
ify the principles underlying the strengthsand weak-
nesse®f existing systemsasa setof hintsin Section3.
As anexample we designa simpleandflexible authenti-
cationschemen Sectiord. Weimplementedhisscheme
and analyzedits securityand performancewe present
thesefindingsin Sectionss and6. Section7 compares
thework in this paperto prior andrelatedwork. We con-
cludewith a summaryof our resultsin Section8. The
appendixdescribesereralexisting clientauthentications
schemedn detail.

2 Security modelsand definitions

Clientswantto ensurethatonly authorizedpeoplecan
accessand modify personainformationthatthey share
with Web sites. Similarly, Web siteswantto ensurethat
only authorizedusershave accessto the servicesand
contentit provides. Client authenticatioraddressethe
needf bothparties.

Client authenticatiorinvolves proving the identity of
a client (or user)to a serveron the Weh We will use
theterm“authentication’to referto this problem.Sener
authenticationthetaskof authenticatinghesenerto the
client, is alsoimportantbut is not the focusthis paper

In this section,we presentanoverview of the security
modelsanddefinitionsrelevantin client authentication.
We begin by describinghepracticallimitationsof aWeb
authenticatiorsystem. This is followed by a discussion
of commonrequirementsWe thencharacterizéypesof
breaksandadwersaries.

2.1 Practical limitations

Webauthenticatioris primarily a practicalproblemof
deployability, useracceptabilityandperformance.

Deployability

Web authenticationprotocolsdiffer from traditional
authenticatiomprotocolsin partbecausef thelimited in-
terfaceofferedby theWeh Thegoalis to developanau-
thenticationsystemby usingthe protocolsandtechnolo-
giescommonlyavailable in today’s Web browsersand
seners. Authenticationschemedor the Internetat large

cannotrely on technologynot widely deployed. For ex-
ample Internetkioskstodaydo nothave smartcardread-
ers. Similarly, homeconsumergurrently have little in-
centie to purchasesmartcardreaderor otherhardware
tokensystems.

Theclientgenerallyspeakdo thesenerusingtheHy-
pertext TransferProtocol(HTTP[14]). Thismaybespo-
kenover ary transportmechanisnbut is typically either
TCPor SSL.SinceHTTP is a statelesssessionlespro-
tocol, the client mustprovide an authenticatiortoken or
authenticatoiwith eachrequest.

Computationallows the browserto transforminputs
beforesendinghemto thesener. Thiscomputatiormay
bein a strictly definedmanner suchasin HTTP Digest
authenticatio16] and SSL, or it may be much more
flexible. Flexible computations availablevia Javascript,
Java, Tcl, ActiveX, Flash,and Shockwave. Depending
on the application,thesetechnologiesould perhapsas-
sistin theauthenticatioprocessHowever, mostof these
technologieshave high startupoverheadand mediocre
performance.As a result, usersmay chooseto disable
thesetechnologies. Also, theseextensionsmay not be
availableonall operatingsystemsandarchitecturesAny
standarduthenticatioschemeshouldbeasportableand
lightweight aspossible,andthereforerequirefew or no
browserextensions.Thusfor today’s use,ary authenti-
cationschemeshouldavoid usingclient computatiorfor
deployability reasonslf absolutelynecessaryavascript
andJaraarecommonlysupported.

Client stateallows the client’s browserto storeand
reuseauthenticators. However, storagespacemay be
very limited. In the most limited case,the browser
canonly storepassverds associatedvith realms(asin
HTTP Basicauthenticatiorj16]). A moreflexible form
of storagewhich is commonlyavailablein browsersis
thecookie[24, 31]. Cookiesallow a sener storeavalue
on a client. In subsequenHTTP requeststhe client
automaticallyincludesthe cookie value. A numberof
attributescan control how long cookiesare kept andto
which senersthey aresent.In particular thesener may
requestthat the client discardthe cookie immediately
or keepit until a specifiedtime. The sener may also
requestthat the client only returnthe cookieto certain
hosts,domainsports, URLSs, or only over securetrans-
ports. Cookiesarethe mostwidely deplojedmechanism
for maintainingclient state.

User acceptability

Web sitesmustalso consideruseracceptability Be-
causesiteswantto attractmary userstheclientauthenti-
cationmustbe asnon-confrontationahspossible.Users



will bediscouragedy schemesequiringwork suchas
installinga plug-in or clicking away dialogboxes.

Performance

Strongersecurityprotocolsgenerallycostmorein per
formance. Serviceproviders naturally want to respond
to asmary requestaspossible.Cryptographicsolutions
will usuallydegradesener performanceAuthentication
shouldnot needlesslgonsumevaluablesenerresources
suchasmemoryandclock cycles. With currenttechnol-
ogy, SSL becomesainattractve becausef the computa-
tional costof its initial handshaking.

2.2 Sewer security requirements

The goalsof a sener’s authenticatiorsystemdepend
onthestrengthandgranularityof authenticatioresired.
Granularityrefersto the fact that somesenersidentify
individual usersthroughouta sessionwhile othersiden-
tify usersonly during the first request. A fine-grained
systemis usefulif specificauthorizationor accountabil-
ity of a useris required. A coarse-grainegystemmay
bepreferredn situationsvherepartialuseranorymity is
desired.

A simpleexampleof acoarse-grainederviceis asub-
scriptionservice[41]. Subscriptiorservicesmerelywish
to verify that a userhaspaid for the servicebeforeal-
lowing accesgo read-onlycontent. During the initial
requesta usercould authenticatevith a usernameand
passwerd. Unlessthe serviceallows customizationsub-
sequentequestsneedonly verify that a userhasbeen
authenticateavithout knowing the users actualidentity.
A trustedthird party could handlethe initial authentica-
tion of a user Somespecificexamplesof sitesthatonly
requirethis level of authenticatiorare nenspaperge.g.,
WSJ.com), online libraries(e.g.,acm.org ), andadult
entertainmen(e.g.,playboy.com ).

However, mostsitescustomizethe datasentbackto
users. This naturally requiresa fine-grainedsystem.
Eachusemustbeidentifiedspecificallyto usetheir pref-
erences.Examplesof this includesitesthatallow users
to customize look-and-feel (e.g., slashdot.org ),
sitesthat filter information on behalf of the user(e.g.,
infobeat.com ), or siteswhich provide onlineidenti-
ties(e.g.,hotmail.com ).

2.3 Confidentiality and privacy
Confidentialityis not strictly relatedto authentication

but it is worth mentioningaswell, sinceit canbe pro-
vided by cryptographyand since it is often confused

with authenticationA systenthatprovidesconfidential-
ity protectstraffic from disclosureby anyoneexceptthe
sendemandrecipient.In contrasta systenthat provides
authenticatiorensureghatthe personsendingor recev-

ing thedatais indeedwho they claimto be. Thismaybe
confusingbecaus&SL,the only widely deployedmech-
anism for providing confidentiality of HTTP transac-
tions, providesoptionsfor both authenticatiorandcon-
fidentiality. The distinctionbetweenconfidentialityand
authentications furtherblurredby thepracticeof current
browsersof displayinga single padlockwhosemeaning
is ambiguous.

Typically, seners chooseto provide confidentiality
for only certainspecialdataby using SSL. For exam-
ple, financialdatarequireconfidentiality Sitesthatdeal
with suchinformation, online brokerages may be auc-
tion sites(e.g., ebay.com ), banksand otherfinancial
serviceproviders(e.g., etrade.com ), or online mer
chantge.g.,FatBrain.com ).

Anotherissuecommonlyassociatedvith authentica-
tion is userprivacy. Privagy refersto protectingthe data
availableon the senerfrom accessy unauthorizegar
ties. While oftentheinformationprovided by the sener
is not itself secret,one doesnot usually want unknavn
partiesdiscovering their personalinterests. For exam-
ple, a usermay sign up to seediscountairfaresto San
Franciscaor selectstocksin aportfolio for updatedstock
quotes.While thefactthatUS Airwaysis offering alow
fareor thatCiscostockhasshedfour pointsis notin arny
way secretjt maybetelling to find outif aparticularuser
is interestedn thatinformation. Thereforesenersoften
needto provide waysto keeppersonalizediataprivate.
Privacy canbe achieved by using secureauthentication
andproviding confidentiality

2.4 Breaks

An adwersarys goal is to break an authentication
schemdasterthanby bruteforce. Herewe useterminol-
ogy looselyborronvedfrom cryptographyto characterize
thekindsof breaksanadwersarycanachieve [18, 30].

In an existential forgery, the adwersarycanforge an
authenticatofor at leastoneuser However, the adver
sarycannotchoosethe user This may be mostinterest-
ing in the casewhereauthenticatorprotectaccesdo a
subscriptiorservice.While an existentialforgerywould
not give an adwersaryaccesgo a choserusers account,
it would allow the adwersaryto accesscontentwithout
payingfor it. Thisis theleastharmfulkind of forgery.

In a selectiveforgery, the adwersarycanforge an au-
thenticatorfor a particularuser This adwersarycanac-



cessary chosenusers personalizedtontent,be it Web
e-mail or bankstatements.

Note that a forgeryimplies the constructionof a new
authenticatgrnot one previously seen. In a traditional
replayattadk, the adwersaryis merelyreusinga captured
authenticatar

Finally, a total break resultsin recovery of the secret
key usedto mint authenticatorsThis is the mostserious
breakin thatit allows the adwersaryto constructvalid
authenticatoratary timefor all users.

2.5 Adversaries

We considetthreekindsof adwersarieshatattackWeb
authenticationprotocols: the interrogative advesary,
the eavesdoppingadvesary, andthe active advesary.
Eachsuccessie adwersarypossesseall the abilities of
the wealer adwersaries.Note that our definitionsdiffer
someavhat from tradition. Our adwersarieggatherinfor-
mation and apply this information to achiese a break.
The adwersariediffer from eachotheronly in their in-
formationgatheringability.

Interr ogative adversary

The interrogative advesary can make a reasonable
numberof queriesof a Web sener. It canadaptvely
chooseits next query basedon the answerto a previ-
ous query We namedthis the interrogatve adwersary
becausehe adwersarymakesmary queriesput lacksthe
ability to sniff the network.

The ability to make queriesis surprisingly power-
ful. The adwersarycan passattemptedforgeriesto the
sener’s verificationroutine. By creatingnew accounts
on a sener, the adwersarycan obtain the authenticator
for mary differentusernames.This is possibleon ary
senerthatallows accountreationwithoutsomeform of
out-of-bandauthenticatior(e.g.,credit cards)to throttle
requestslin this papemwe assumeno suchthrottle exists.

The interrogative adwersarycanalso useinformation
publicly available on the sener. A sener may publish
theusernamesf valid accountolders perhapsn apub-
lic discussiorforum. An adwersaryattackingthis sener
might find this list useful.

In moretheoreticalterms,the interrogatve adwersary
maytreatthe senerasanoracle.An interrogatve adver-
sarycancarry outanadaptivechosenmessge attad by
repeatedlyaskingfor thesenerto mint or verify authen-
ticators[18].

Eavesdmopping adversary

The eavesdopping advesary can seeall traffic be-
tweenusersandthe sener, but cannotmodify any pack-
etsflowing acrosghenetwork. Thatis, theadwersarycan
sniff the network andreplayauthenticatorsThis adwer-
saryalsohasall the abilities of the interrogatve adwer-
sary

An eavesdroppingadwersarycanapply its sniffed in-
formationto attemptabreak.Computesystemsesearch
would considerthis an active attack; we do not. This
style of definition is more commonin the theory com-
munity whereattacksconsistof aninformationgathering
processa challenge anotheroptionalinformationgath-
eringprocessandthenanattemptedreak]3].

Active adversary

The activeadvessary canin additionseeand modify
all traffic betweertheuserandthesener. Thisadwersary
canmountman-in-the-middlettacks.In therealworld,
thissituationmightariseif theadwersarycontrolsaproxy
servicebetweertheuserandsener.

3 Hints for Webclient authentication

We presentseveral hintsfor designingimplementing,
and selectinga schemefor client authenticatioron the
Weh Someof thesehints comefrom our experiencesn
breakingauthenticatiorschemesn useon commercial
Websites.Otherscomefrom generaknowledgeor secu-
rity discussiorforums[45]. Following thesehintsis nei-
thernecessaryor sufficient for security However, they
would have preventedus from breakingthe authentica-
tion scheme®n severalWeb sitesmentionedn this sec-
tion. Most of thesesiteshave subsequentlyepairedthe
problemswe identified. Theseincidentshelpto demon-
stratethe usefulnesf thesehints. The detailsof our
analysisaredocumentedn theappendix.

Although we give advice on how to perform client
authenticationon the Web, we certainly do not adwo-
catehaving everyonedesigntheir own securitysystems.
Rather we hopethat thesehints will assistresearchers
and developersof Web client authenticationand dis-
suadepersonsunfamiliar with securityfrom implement-
ing home-brev solutions.

The hints fall into threecategories. Section3.1 dis-
cusseghe appropriatauseof cryptography Section3.2
explainswhy passverds mustbe protected.Section3.3
offerssuggestionsn how to protectauthenticators.



3.1 Usecryptography appropriately

Use of cryptographyis critical to providing authenti-
cation. Without the useof cryptographyit is not pos-
sible to protecta systemfrom the wealest of adwer
saries. However, designingcryptographicsystemss a
difficult and subtletask. We offer somehints to help
guidetheprospectiedesignein usingthecryptographic
toolsavailable.

Usethe appropriate amount of security

An importantgeneraldesignhint is to Keeplt Sim-
ple, Stupid [26]. The more complex the scheme,the
harderit is to developcompellingargumentghatit is se-
cure. If you aredesigningor selectinga systemchoose
onethat providesthe right amountof securityfor your
needsFor example,anonline nevspapercaresaboutre-
ceiving compensatiorfor content. An online brokerage
caresaboutconfidentiality integrity, and authentication
of information. Thesesecurityneedsare very different
andcanbe satisfiedby differentsystems.Thereareusu-
ally tradeofs betweenthe userinterface,usability, and
performance Choosingan overly complex or featureful
systemwill make managemeninore difficult; this can
easilyresultin securitybreaches.

Do not be inventive

It isagenerakulein cryptographythatsecuresystems
shouldbe designedy peoplewith experience Time has
repeatedlyshovn that systemslesignedr implemented
by amateurareweakandeasilybroken. Thus,while we
encourageesearclin developingauthenticatiorsystems
for the Web, it is very risky to designyour own authen-
tication system. This is closelyrelatedto our next hint.
If you do chooseto implementyour own schemeyou
shouldmake your protocolpublicly availablefor review.

Do not rely on the secrecy of a protocol

A security systemshouldnot rely on the secreg of
its protocol. A protocol whose security relies on ob-
scurity is vulnerableto an exposureof the protocol. If
thereareary flaws, suchan exposuremay reveal them.
For example, a secretsystemcan be probedby anin-
terrogatve adwersaryto determineits behaior to valid
and invalid inputs. This techniqueallowed us to re-
verseengineerthe WSJ.com client authenticatiorpro-
tocol. By creatingseveral valid accountsand compar
ing the authenticatorseturnedby the system,we were
ableto determinethat the authenticatomvas the output
of crypt (salt,usernamet secretstring) where+ de-
notesconcatenationOncewe understoodhe format of

theauthenticatqiwe wereableto quickly recoverthese-
cretstring, “March20”, by mountinganadaptve chosen
messagattack. The program,includedin the appendix,
runsin 128 x 8 queriegatherthantheintended1 288. As-

sumingeachquerytakes1 secondthis programfinishes
in 17 minutesinsteadof theintended x 10° years.This

informationconstitutesa total break,allowing usto mint

valid authenticator$or all users.

On the otherhand, OpenMarket publishedtheir de-
signandimplementatiorj28].

Insteaddf relyingonthesecreg of theschemerely on
thesecreg of awell-selectedsetof keys. Ensurethatthe
protocolis public sothatit canbereviewedfor flawsand
improved. This will leadto a more securesystemthan
a private protocol which appearsundefeatabldut may
in practicebe fairly easyto break. If you are hesitant
to reveal the details of an authenticationrscheme then
you likely fear that it is vulnerableto an attackby an
interrogatve adwersary

Understandthe propertiesof cryptographic tools

When designingan authenticationscheme,crypto-
graphic tools are critical. Theseinclude hash func-
tions such as SHA-1 [15], authenticationcodeslike
HMAC [23], and higherlevel protocolslike SSL [11].
The propertieseachtool mustbe understood.

For example, SSL alone doesnot provide user au-
thentication. Although SSL canauthenticataiserswith
X.509 client certificates,commercialWeb sites rarely
usethis featurebecauseof PKI deployment problems.
Instead SSLis usedto provide confidentialityof authen-
tication tokensand data. However, confidentialitydoes
notensureauthentication.

Misunderstanding the properties of SSL made
FatBrain.com  vulnerableto selectve forgeriesby an
interrogatve adwersary In an earlierschemetheir au-
thenticatorconsistedf a usernameanda sessioridenti-
fier basedon aglobalsequenc@umber Sincethis num-
ber was global, an interrogatve adwersarycould guess
the sessionidentifier for a chosenvictim and make an
SSLrequestith this sessioridentifier Here,the useof
SSLdid not make the systemsecure.

A more detailed example comesfrom a misuse of
a hash function. One commonly (and often incor-
rectly) usedinput-truncatinghashfunction is the Unix
crypt()  function. It takesa string input and a two-
charactessaltto createa thirteen-charactehnash[30]; it
is believedto bealmostasstrongastheunderlyingcryp-
tographiccipher DES [43]. However, crypt()  only



considershefirst eightcharactersf its stringinput. This
truncationpropertymustbetakeninto accountwhenus-
ing it asahash.

Theoriginal WSJ.com authenticatiorsystenfailedto
do so, which madeour breakpossible. Sincethe input
to crypt()  wasthe usernameconcatenateavith the
senersecretthetruncationpropertyof crypt()  meant
thatthe secretwould not be hashedf the usernameavas
atleasteightcharacterdong. This meansauthenticators
for long usernamegan be easily created,merely with
knowledgeof the usernameAdditionally, the algorithm
will produceanidenticalauthenticatofor all usernames
thatmatchin thefirst eightcharactersThis canbe seen
in Figurel.

It is likely that WSJ.com expectedthis construction
to actlike a securemessagauthenticatiorcode(MAC).
A messagauthenticatiorcodeis a one-way function of
bothits input anda secretkey thatcanbe usedto verify
theintegrity of thedata[42]. The outputof thefunction
is deterministicand relatively short (usually sixteento
twenty bytes). This meanshatit canbe recalculatedo
verify thatthe datahasnot beentamperedvith.

However, the WSJ.com authenticatomwasjust a de-
terministicvaluewhich could alwaysbe computedrom
the first eight charactersof the usernameand a fixed
secret. While HTTP Basic authenticatio{16] (which
usesno cryptographyat all) is secureagainstan exis-
tentialforgery of aninterrogatve adwersarythe original
WSJ.com schemdell to atotal breakby the interroga-
tive adwersary

Thus,whenpossibleyou shouldusea securanessage
authenticatiortode.Certaincryptographiconstructions
have subtle weaknessef30], so you shouldtake great
carein choosingwhich algorithmto employ. We rec-
ommendthe useof HMAC-SHA1[23]. This algorithm
preventsmary attacksknown to defeatsimpleconstruc-
tions. However, aswewill seein Section6, useof secure
messageuthenticatiorcodeis more expensve thanan
input-truncatinchashsuchascrypt()

Do not composesecurity schemes

It is difficult to determinethe effects of composing
two different security systems. Breaking one may al-
low an adwersaryto breakthe other Worse, simply
composingheschemesnay have adwersecryptographic
sideeffects,evenif the schemesresecuren isolation.
Menezest al explainin remark10.40how usinga sin-
glekey pairfor multiple purposeg€ancompromisesecu-
rity [30]. Theuseof a singlekey for authenticatiorand

confidentialityleadsto compromiseof bothif thatkey is
stolen. On the otherhand, if separatekeys areused,a
breakof the authenticatiorwill not affect the confiden-
tiality of pastmessageandvice versa.

FatBrain.com  hadtwo separateuserauthentica-
tion systems.To purchasea book, a userentereda user
nameandpasswverd at the time of purchase Futurepur-
chasegequiredreauthentication.The accountmanage-
mentWeb pageshad a separatesecurityschemewhich
was stateful. After the user entereda usernameand
passwerd, FatBrainestablishe sessionidentifierin the
URL path.In thisway, userscouldnavigateto otherparts
of theaccountmanagementystemwithout having to te-
diously re-enterthe passveord. Unfortunately the secu-
rity holediscussedh Section3.3allowedanadwersaryto
gainaccesgo theaccounimanagemergystermfor anar-
bitrary userby guessingvalid sessiondentifier Theac-
countmanagemergystemincludesan optionto change
ausers registeredemailaddressBy changingthe email
addres®f avictim’saccountandthenselecting'mail me
my passwverd,” anadwersarycouldbreakinto to thebook
purchasingpartof thesystemdespitethefactthatit was
securdn isolation.

3.2 Protectpassvords

Passvords are the primary meansof authenticating
userson the Web today It is importantthat any Web
site guardthe passverds of its userscarefully This is
especiallyimportantsinceusers whenfacedwith mary
Web sitesrequiringpasswerds, tendto reusepassverds
acrosssites.

Limit exposure of passwords

Compromiseof a passverd completelycompromises
a user A site should never reveal a password to a
user For instance,ihateshopping.net included
the users password asa hiddenform variable. A valid
usershouldalreadyknow the passwerd; sendingit un-
necessarilpverthenetwork givestheeavesdroppingd-
versary more opportunity to sniff the password. Fur
thermore,sitesshouldusethe “password” field typein
HTML forms. This hidesthe passverd asit is typed
in andpreventsan adwersaryfrom peekingover a users
shoulderto copy the passverd.

Evenfor non-securéVeb sites,usersshouldhave the
optionto authenticat®ver SSL.Thatis, usersshouldnot
type passwrdsover HTTP. Passvordssentover HTTP
arevisible to eavesdroppingadwersariesniffing the net-
work andactive adwersariesmpersonatingeners. Be-
causeusersoften have the samepassverd on multiple



username| crypt()  output

authenticatiortookie

bitdiddle
bitdiddler

MaRdw2J1h6Lfc
MaRdw2J1h6Lfc

bitdiddleMaRdw2J1h6Lfc
bitdiddlerMaRdw2J1h6Lfg

Figure 1. Comparisonof crypt()
prependedo the outputof the crypt()
thestring“March20".

seners, a stolenpasswverd canbe extremely damaging.
To protectagainstsuchattacks,a sener could require
usersto conductthe login over an SSL connectionto
provide confidentialityfor the passverd exchangeupon
successfutompletionof the login exchangethe sener
canthenseta cookiewith an unforgeableauthenticator
for useover HTTP. Theauthenticatocanbe designedo
limit thespreacbf damagewhereagpasswordscannot.

Prohibit guessablegasswords

Many Web sites advise usersto choosememorable
passwerds suchas birthdays,namesof friends or fam-
ily, or social securitynumbers. This is extremely poor
advice,as suchpasswrds are easily guessedy an at-
tacker who knows the user Even without bad advice,
passwerdsarefairly guessabl¢32]. Thus,senersought
to prohibitusersrom usingary passverd foundin adic-
tionary; suchpasswerdsarevulnerableto dictionaryat-
tacks.Senerscanreduceheeffectivenes®f on-linedic-
tionary attacksby restrictingthe numberof failed login
attemptsor requiring a shorttime delay betweenlogin
attempts.

Unfortunately implementing this requirementwill
male a Web site lessappealingto usesinceit makes
passwerdsharderto remember

Reauthenticatebefore changingpassvords

In security-sensitie operationssuch as passverd
changing,a sener shouldrequirea userto reauthenti-
cate. Otherwise,it may be possiblefor an adwersary
to replay an authenticatiortoken andforce a passverd
change,without actualknowledge of the currentpass-
word.

3.3 Handle authenticators carefully

Authenticatorsare the workhorseof ary authentica-
tion schemeThesearethetokenspresentedby theclient
to gainaccesso thesystem As discussedbove,authen-
ticatorsprotectpassverds by beinga short-termsecret;
the authenticatorcan be changedat ary time whereas
passwerdsaremuchlesscorvenientto change.

and WSJ.com authenticatiorcookies. The last field representshe username
function. Theinputto the crypt()

functionis theusernamegrependedo

Mak e authenticators unforgeable

Many sites have authenticators that are eas-
ily predictable. For instance, we noticed that
highschoolalumni.com uses ID numbers and
email addressesnside cookies to authenticateusers.
An interrogatve adwersary can find this information
in the publicly available alumni databaseand mint an
authenticatofor anary user

Authenticatoroftencontainkeysthatfunctionasses-
sion identifiers. Theseidentifiers should be crypto-
graphically random; statisticalrandomnesss not suf-
ficient. The Allaire Cold Fusion Web sener issues
CFTOKEN sessionidentifierswhich comefrom a lin-
ear congruentialnumber generator[2]. As described
above, FatBrain.com  usedessentiallya global se-
quencenumber While thesenumbersmay be appropri-
atefor trackingusersiit is possiblefor an adwersaryto
deducethe next output,andhencethe next valid session
identifier This mayallow theadwersaryaccessheinfor-
mationof anotheruser

Authenticatorsnayalsocontainotherinformationthat
the systemwill acceptto be true. Thus,they mustalso
be protectedfrom tampering. This is doneby useof a
messageauthenticatiorcode (MAC). Becausanessage
authenticatiorcodesrequirea secretkey, only an entity
with knowledgeof thekey canrecreateavalid code.This
makesthe codesunforgeablesinceno adwersaryshould
possesghe secretkey. Use only strong cryptographic
hashfunctions. Do not use CRC codesor other non-
cryptographichashesassuchfunctionsareoftentrivial
to break.

Relatedly when combining multiple piecesof data
to input into a messageuthenticatiorcode, be sureto
unambiguouslyseparatehe components.Otherwise,a
cryptographisplicingattackmaydefeathe messagau-
thenticationcode.Sincemostinputsaretext, this canbe
doneusing somecharactetthat is known not to appear
in the input fragments. If componentsare not clearly
separatedmultiple inputs can lead to the same out-
puts. For example,“usernameacces&ould comefrom
“username’followedby “access”or “user” followed by



“nameaccess’hetterto write “username&accesgd en-
surethat the interpretationis unambiguous.Of course,
caremust be taken to prevent the usernamdrom con-
taininganampersand!

Protect authenticators that must be seciet

Some systemsbelieve that they are secureagainst
eavesdroppingadwersariesbecausethey sendtheir au-
thenticatorsover SSL. However, a securetransportis
ineffective if the authenticatordeak through plaintext
channels.We describetwo waysthatauthenticatorgre
sentover SSLandmistaleswhich canleadto theauthen-
ticatorleakinginto plaintext.

One methodis to setthe authenticatoras a cookie.
Whendoing so, it is usually appropriateto setthe Se-
cure flag on cookiessentover SSL. When setto true,
this flag instructsa Web browserto sendthe cookieover
SSLonly. A numberof SSL Web sitesneglect to set
this flag. This simple error can completelynullify the
benefitsof SSL. For instance,customersof SprintPCS
canview theiraccountinformationandmake equipment
purchase®nline. To authenticatea userentersa phone
numberand passverd over SSL. SprintPCSthen setsa
cookiewhich actsasan authenticatar Anyonewith the
cookiecanlog in asthatuser The protocolsofaris rea-
sonablysecure. However, becausesprintPCSdoesnot
setthe Secureflag on their authenticationcookie, the
authenticatortravels in plaintext over HTTP wheneer
a uservisits the main SprintPCSwWeb page. We believe
thatSprintPCSntendedo protectagainseaesdropping
adwersaries. Neverthelessan eavesdroppingadwersary
canaccess victim’'s accountwith a replaybecausehe
cookieauthenticatoleaksoverHTTP.

A secondmethodof settingan authenticatois to in-
cludeit aspartof the URL. Thoughthe HTTP 1.1 spec-
ification [14] recommendsgainsthis, it easyto do and
sitesstill usethis. The problemwith this methodis that
it too canleakauthenticatorshroughplaintext channels.
If a userfollows a link from one pageto another the
WebbrowserusuallysendgheRefere(fsic] headerThis
field includesthe URL of the pagefrom which the cur-
rent requestoriginated. As describedn Section14.36
of the HTTP specificationthe Refererfield is normally
usedto allow a sener to trace back-linksfor logging,
caching,or maintenanc@urposesHowever, if the URL
of thelinking pageincludesthe authenticatarthe sener
will receve a copy of the authenticatorin the HTTP
header Section15.1.30f the specificatioorecommends
thatclientsshouldnotincludea Refererheadeiin anon-
secureHTTPrequestf thereferringpagewastransferred
with a secureprotocolfor exactly this reason.However,

thisis notarequirementprowserssuchasNetscapend
Lynx sendthe Referetheademwithout any warning.

This can be exploited via a cross-sitescripting at-
tack [9]. An adwersarycan causea userto executear
bitrary codeandoffer the useralink from a secureJRL
including the authenticatofthat appeardegitimate)to a
link of the adwersarys choosing. If the userselectsthe
link, the Refererfield in therequesimayincludethe au-
thenticatoy makingit availableto an earesdroppingad-
versary Worse,the link could point to the adwersarys
machine. Then no earesdroppingis necessaryo cap-
ture the authenticatar If the attacler is clever anduses
an SSL senerto hostthe attack,mostbrowserswill not
indicatethatanything untowardis happeningsincethey
only warn usersabouttransitionsfrom SSLto non-SSL
links.

Therefore,be careful when setting authenticatorsn
cookiesandfollow therecommendationf theHTTP 1.1
specificatiorby not usingauthenticatorén URLSs.

Avoid using persistentcookies

A persistentcookie is written to a file on the users
systemanephemeal or tempoary cookieis only stored
in the browsers memoryand disappearsvhenthe user
exits the browser An errorin the way the browser or
userhandleghe cookiefile may make it accessiblever
the Internet,exposingthe users cookiesto anyonewho
knows whereto look. For instance,certainqueriesto
searchenginescan producemary cookiefiles acciden-
tally placedon the Weh This is documentedn the ap-
pendix.If apersistentookiein aleakedfile containsan
authenticatgran adwersarycan simply copy the cookie
andbreakinto the users account.In addition,if theuser
accesseghe accountfrom a public system(say at a li-
braryor Internetcafé) andrecevesa persistenauthenti-
cationcookieon thatsystemary subsequeniserof that
systemcan accesghe account. For thesereasonsper
sistentcookiesshouldnot be consideregrivate. Do not
storeauthenticatorén persistentookies.

Limit the lifetime of authenticators

A gooddesignmustalso gracefully handlethe com-
promiseof tokenswhich are designedo be secret. To
limit the amountof damagea leaked authenticatorcan
causelimit its lifetime.

For authenticatorghat are storedin usercookies,do
not rely on the cookieexpirationfield for secureexpira-
tion. Sincetheclientis responsibldéor enforcingthatex-
piration,amaliciousclientcansetthelifetime arbitrarily.



Netscapaiserscanmanuallyextendtheseexpirationsby
simply editing a text file. We were ableto indefinitely
extendthe lifetime of our WSJ.com cookieauthentica-
tor even thoughWSJ.com setthe cookie to expire in
11 hours. This was not extremely alarming, but if an
adwersarystole a cookie (as describedin Section3.3),
therewould be no way to revoke the adwersarys access.
The problemwas compoundedecausehe cookie au-
thenticatomemainedhe sameevenif a users passverd
changed.This preventedthe WSJ.com site from easily
revoking accesto a compromisediccount.

To prevent unauthorizedcookie lifetime extensions,
includea cryptographicallyunalterabldimestamgn the
valueof thecookie,or storetheexpirationtime in auser
inaccessiblelaceon the sener. Securelybinding expi-
rationsto authenticatordimits the damagecausedby a
stolenauthenticatar

Note that an authenticatothat is storedin a cookie
canbereplayedregardlessof its expirationtime, if it is
leaked. By definition,unlesgheclientusescomputation,
it canonly sendunmodifiedcookiesbackto the sener.
If replaypreventionis desiredthe authenticatomustbe
keptconfidentiabndchangedftereachuse.In thatcase,
it mightbenecessaryo recordrecentlyrecevedauthen-
ticatorsandverify thatnewly recevedauthenticatorsre
notreplays.

Bind authenticatorsto addresses

It canalsobe usefulto tie authenticatordo specific
network addressesThis helpsprotectagainstreplayat-
tacksby makingit moredifficult for theadwersaryto suc-
cessfullyreusetheauthenticatarln additionto acquiring
the authenticatgrthe adwersarymustappeaitto originate
from the samenetwork addresgor whichtheauthentica-
tor wasminted. However, this may prematurelyinvali-
dateauthenticatorgssuedtio mobile DHCP users.

4 Design

In this sectionwe presenta schemefor performing
clientauthenticationThis designis intendedo beanex-
ampleof a simplesystemthatfollows the hintsprovided
in Section3. We do not claim thatthe schemes novel,
but we do claimthatthe conceptanddesignprocessare
notextensiely discussedh literature.We present brief
securityanalysisof the schemesn Sectionb.

Our schemeprovides a personalizableauthenticator
which allows the sener to statelesslyverify the authen-
ticity of the requestandits contents.The sener canex-
plicitly controlthe valid lifetime of the authenticatomas

well. The authenticatocanincludeall the information
neededo servicea request,or canbe usedasa key to
referto sessiorinformationstoredon the sener.

The overall operationof this schemés shown in Fig-
ure 2. We assumehatthe userhasan existing account
onthesenerwhichis accessetlia ausernamandpass-
word. At thestartof eachsessionthesenerrecevesthe
usernameand passverd, verifiesthem, and setsan au-
thenticationcookie on the users machine. Sincecook-
iesarewidely supportedthis makesthe systenportable.
Subsequentquestso thesenerincludethis cookieand
allow the sener to authenticatehe request. The design
of eachcookie ensureghat a valid cookie canonly be
createdy thesener;thereforeanyonepossessingvalid
cookieis authorizedto accesghe requestedccontenton
thesener.

Our schemeis designedto be secureagainstan in-
terrogatve adwersary as we believe that most of the
schemeswve evaluatedwere designedwith this type of
adwersaryin mind. However, becauseSSL with sener
authenticatioprovidesconfidentialityandintegrity, lay-
ering our designon top of SSL canprovide anauthenti-
cationsystemsecureagainstanactive adwersary

4.1 Cookie Recipe

Therecipefor our cookiefollows easilyfrom the hints
presentedh Section3. We createanunforgeableauthen-
ticator thatincludesan explicit expirationtime. We use
HTTP state(i.e. cookies)to storethis authenticatowith
theclient. Thevalueof this cookieis shovn here:

exp=t&data= s&digest=MAC (exp=t&data= s)

Theexpirationtimeis denotedt andis expressedssec-
ondspast1970 GMT. The datastring s is an optional
parametedenotingarbitrary datathatthe sener wishes
to associatavith the client. Finally, the cookieincludes
aMAC for the cleartext expirationanddata.

Our cookierequiresthe useof anon-malleableMAC;
thatis, onewhereit is intractableto generatea valid ci-
phertet from a plaintext messageelatedto a plaintext
messageavith a known ciphertext [12, 23]. Thatis, no
adwersarycan generatea valid ciphertext without both
the sener’s secretkey andthe plaintext, no matterhow
mary samplesof valid plaintext/ciphertet pairsthe ad-
versaryhas. Examplesof keyed, non-malleableMACs
areHMAC-MD5 andHMAC-SHA1[23].
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Figure2: One-exchangeauthenticatiorsystem.

4.2 Discussion

Selectingan expiration time ¢ is a trade-of between
limiting the damagethat canbe donewith a leaked au-
thenticatorandrequiringthe userto reauthenticateYa-
hoo!, for example,allows usersto specifywhat expira-
tion interval they preferfor authenticatorghat control
accesso sensitve data[46]. Thisallowstheuserto con-
trol thetrade-of. Ontheotherhand,for insensitve data,
it makessensdor the senerto make thechoice.For ex-
ample,a nevspapemight want cookiesto be valid for
only a day, whereasa magazinamight allow sessiongo
bevalid for amonth(asif the userwerebuying a single
issue).

The value s may be ary information specificto the
userthatthe senerwishesto accessvithout maintaining
sener state.This maybeanything from a sessioridenti-
fier to ausernameBewarethatthis datais notencrypted
sosensitve informationshouldnotbestoredhere;if sen-
sitive datais neededywe recommendhata cryptograph-
ically randomsessionidentifier be used. This will pre-
ventinformationleaksfrom compromisinga users pri-
vagy. Onthe otherhand,if sensitve userinformationis
requiredto handleonly a smallpercentagef thecontent
requeststhe authenticatorcan containthe information
neededo servicethe majority of requestsThis way the
senercanavoid doinga possiblyexpensvelook-upwith
everyrequest.

A sener may also chooseto leave s empty (andre-
moving the data parameterfrom the cookie). This
might be usefulin the casewhere authenticatiormust
expire, but all usersareessentialljthe same A plausible
exampleof this mightbe a pay-peruseservice suchasa
newspaper
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4.3 Authentication and revocation

To authenticate user the sener retrievesthe cookie
andextractstheexpiration. If thecookiehasnot expired,
thesenerrecalculatesheMAC in thedigest parame-
ter of the cookie. Sincethe sener is the only entity who
knows thekey k, the propertiesof the MACfunctionim-
ply thata valid cookie wasgeneratedy the sener. So
long asthe sener only generatesookiesfor authenti-
catedusersary clientwith avalid cookieis avalid user

This schemedoesnot provide a mechanisnifor se-
curerevocation thatis, endingthe users sessiorbefore
the expirationtime is up. The easiesoption is for the
senercaninstructtheclientto discardtheauthentication
cookie. This will usuallybe adequatdor mostapplica-
tions. However, a client who hassavedthe value of the
cookie can continueto reusethat value so long asthe
explicit expirationtime hasnotyet passed.

In mostcasesa shortsessiorcanmake revocationun-
necessarytheusercanaccessheseneruntil thesession
expires, at which time the sener canrefuseto issuea
new authenticatarSenersthatrequiresecureevocation
shouldkeeptrackof thesessiorstatusonthesener (e.g.,
usinga randomsessiorkey or our personalizedcheme
with a sener database)This sessiorcanthenbe explic-
itly revokedonthesener, withouttrustingtheclient.

Theschemeadoesallow simultaneousevocationof all
authenticatorswhich can be accomplishedy rotating
thesenerkey. Thiswill causeall outstandingookiesto
fail to verify. Thus,all userswill have to log in again.
This might be usefulfor finding unusedaccounts.

4.4 Designalternatives

Oneinterestingpoint of our schemeis that we have
includedthe expirationtime ¢ in the cookievalueitself.



This is the only way for a sener to have accesdo the
expiration date without maintainingstate. Explicit in-
clusionof the expiration datein a non-malleableookie
providesfixed-lengthsessionsvithout having to trustthe
clientto expire the cookie. It would alsohave beenpos-
sible to merely use a sessionidentifier but that would
always require sener stateand might lead to mistales
whereexpirationwasleft in thehandsof the client.

Many schemeddo involve settinga randomsession
identifier for eachuser This sessionidentifier is used
to accesghe users sessiorinformation,which is stored
in a databaseon the sener. While sucha schemeal-
lows for a client to make customizationgi.e. it is func-
tionally equivalentto the schemewe have presented)it
is potentially subjectto guessingattackson the session
identifierspacelf anadwersarycansuccessfulyguessa
sessioridentifier, the systemis broken (seeSection3.3).
Our schemeprovidesa meansfor authenticatingclients
thatis resistanto guessingttackson sessiondentifiers.
Furthermorepur schemeprovidesthe option of authen-
ticatingclientswith O(1) sener state ratherthanO(n),
wheren is the numberof clients.

Our systemcan also make it easierto deplogy multi-
sener systems.Using sessioridentifiersrequireseither
synchronizedduplicateddatabetweersenersor asingle
senerto coordinatarequestswhich becomes potential
bottleneck. Our schemeallows any sener to authenti-
cateary userwith a minimum of information, none of
which mustbe dynamicallysharedbetweenseners. In
addition,theauthenticatioralwayscompletesn constant
time, ratherthanin timewhichincreasesvith thenumber
of users.

5 Security analysis

In this sectionwe presentan informal analysisof the
securitypropertiesof our design.For the purposeof dis-
cussion,we will referto the cookie's two halves: the
plaintext andthe verifier. The plaintext is the expiration
concatenatedvith the userstring, andthe verifier is the
HMAC of theplaintext.

We will discussthe securityof the schemeoncethe
authenticato(i.e.cookie)is recevedby theuserfrom the
sener. We will not discussmechanismgor completing
theinitial login.

5.1 Forging authenticators
An adwersarydoesnot needto log in if it cancreatea

valid authenticatooffline. Oftenan adwersarycan cre-
atea plausibleplaintext string; thereforethe securityof
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the authenticatorestson thefactthattheverifier cannot
be calculatecby anadwersarywithout the key. Sincewe

have selectedour MAC to be non-malleablean adwer-

sarycannotforgea new authenticatar

An attacler may also attemptto extend the capabil-
ities associatedvith the authenticatar This might in-
clude changingthe expiration date or some aspectof
the datastring which would allow unauthorizedaccess
to the sener. For instance,if the datastring includes
a usernameand the adwersarycan alter the username,
this mightallow accesanothemsersaccount.lt is easy
enoughfor the adwersaryto changethe plaintext of the
authenticatorin the desiredmanner However, as we
have seen,becauseHMAC is non-malleablejt is in-
tractablefor the adversaryto generatea valid ciphertext
for an alteredplaintext string. Thereforethe adwersary
cannotbring aboutary changein an authenticatothat
will beacceptedy thesener.

5.2 Authenticator hijacking

An interrogatve adwersarycannotseeary messages
that passbetweenthe userandthe sener. Therefore, it
cannothijack anotherusers authenticatar However, an
eavesdroppercan seethe authenticatoas it passede-
tweenthe userandthe sener. Suchan adwersarycan
easily performa replay attack. Thereforethe systemis
vulnerableto hijacking by suchan adwersary However,
the replay attacklastsonly aslong asthe authenticator
is valid; thatis, betweerthe time the adversary*sniffs”
theauthenticatoandthe expirationtime. The adwersary
doesnot have the ability to createor modify a valid au-
thenticator Thereforethis is anattackof limited useful-
ness. The lifetime of the authenticatodetermineshow
vulnerablghesystemis; systemsvhichemploy ashorter
authenticatodifetime will have to reauthenticatenore
often, but will have tighterboundson thedamagehata
successfubavesdroppingadwersarycanaccomplish.In
addition, the systemcan protectagainstan easesdrop-
ping adwersaryby using SSL to provide confidentiality
for theauthenticatar

5.3 Other attacks

We mention briefly some attackson our schemes
which do not deal with the authenticatodirectly. The
bestknown attackagainstthe schemen Section4 is a
bruteforcekey search.

A senercompromisebreaksthe system:if the adwer-
sary obtainsthe key to the MAC, it cangeneratevalid
authenticatordor all users. Randomkeys and key ro-
tationhelpto preventtheadwersaryfrom mountingbrute



forcekey attackqseelenstrg27] for suggestionsnkey
size).

In addition,key rotationhelpsprotectagainstvolume
attackswherebyan adwersarymaybe ableto obtainthe
key to the hashfunction becausehe adwersaryhasob-
taineda greatquantity of dataencryptedusingit. We
note that HMAC-MD5 and HMAC-SHA1 are not be-
lievedto bevulnerableo thistypeof analysig23]. How-
ever, we believe thatit is prudentto includekey rotation
sinceit doesnot decreasehe securityof the schemejt
protectsagainstsener compromiseandit hasminimal
costto thesener.

In addition,the adwersarycanobtainunauthorizedac-
cesshy guessingheusers passverd; seeSection3.2for
someguidelinesfor preventingthis.

Ourschemen itself only providesuserauthentication.
For protectionagainstsener impersonatioror for data
integrity, we recommendSL.

6 Implementation and performance

The client authenticationschemedescribedin Sec-
tion 4 wasimplementedn Perl5.6usingtheLWP, HTTP,
CGl, FCGI, and Digestmodules. We testedthe imple-
mentationon two dual Pentiumlll 733 MHz machines
eachwith 256 MB of RAM runningthe Linux 2.2.18-
smpkerneland Apachel.3.17with modfastcgi2.2.10.
Everythingranon alocal disk. A dedicatedsigabitlink
with a 20 us round-triptime connectedhe machines.

6.1 Micr obenchmark performance

Weran1,000 trials of crypt() andHMAC-SHAL.
The input to crypt()  was an 8-byte input and a 2-
byte salt. Theinputto HMAC-SHAl1wasa 27-bytein-
put and a 20-bytekey. crypt() finishedon average
in 8.08 usecwith 99% of thetrials completingin under
10 pusec.HMAC-SHA1took on average41.4 usecwith
99% of the trials completingin under47 usec. We at-
tributethevariancego contet switching.

6.2 End-to-end performance

To measurethe end-to-endperformanceof cookie-
basedogins, we repeatedlyretrieved 400 bytesof data
from aWebsenerthatauthenticatedur client. Boththe
clientandthe cookieauthenticatiorschemeavereimple-
mentedn Perl,andthe senerranthe cookieauthentica-
tion scriptwith FastCGl.Ourend-to-endestconsistef
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theclient presentinga cookieauthenticatofasdescribed
in Section4) to the sener, which verifiestheauthentica-
tor by performingHMAC-SHA1 on the expiration date
presentedby theclient. In orderto provide a baselinor

comparisonye alsomeasuredhe averageperformance
of plain HTTR, HTTP with Basic Authentication[16],

andanalways-authenticateBastCGlscriptfor thesame

page.

For eachschemewe madeb,000successie requests,
with valid authenticationinformation (when needed).
Figure3 presentsheaverageime from therequesbeing
sentin our HTTP clientuntil aresponsavasreceved.

99% of the HTTP trials without authenticationwere
fasterthan5.9 ms. Similarly, 99% of HTTP Basic au-
thenticationtrials were fasterthan 6.3 ms. 99% of the
plain FastCGiltrials werefasterthan7.7 ms,and99% of
the FastCGltrials with our HMAC-SHA1 schemetook
lessthan8.8 ms. Figure 3 shavs thatthe costof HTTP
Basicauthentications 0.4 msperrequeswhile the cost
of our HMAC-SHA1schemds 1.2ms. We suspecthat
non-cryptographi¢actorssuchasstring parsingandfile
I/0 causethe disparity betweenthe microbenchmarks
andtheend-to-endneasurements.

Note that SSL is an order of magnitudeslower than
the HMAC-SHAL cookie scheme. A single nev SSL
connectiontakes 90 ms [17] on a reasonablanachine.
SSL clientauthenticationevenwith sessiorresumption,
cannotrun fasterthanthe HMAC-SHA1 cookiescheme
because&sSL authenticatethe entireHTTP stream.Our
schemeruns HMAC-SHAL on fewer than 30 bytes of
dataperrequesta timestamp personalizatiomata,and

akey).

7 Relatedwork

Thereis an extensie body of work relatedto authen-
ticationin generaland Web authenticatiorin particular
We highlight a few relevantexamples.For otherstudies
of designprinciples,seeAbadi[1] or Lampson26].

7.1 Generalauthentication protocols

In the past ten years, several new authentication
protocols have beendeveloped, including AuthA [4],
EKE [5], provably securepassverd authenticateckey
exchange[7], andthe SecureRemotePassvord proto-
col [44]. Furthermoregroupsaresimplifying andstan-
dardizingpasswerd authenticatiorprotocols[21]. How-
ever, theseprotocolsare not well-suitedfor the Web be-
causeahey aredesignedor sessionnitialization of long-
runningconnectionsasopposedo themary short-lived
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Figure3: End-to-endperformancef averageservicela-
teng/ perrequestWe measurdHTTP andFastCGlwith-
out authenticatiorto obtain a baselinefor comparison.
Basic Auth is the cleartext passverd authenticationn
HTTP[16].

connectionsnadeby Web browsers.Long-runningcon-
nectionscan easily afford a protocol involving the ex-
changeof multiple messageswhereasshort-lived ones
cannotabsorbthe overheadof several extra round-trips
per connection. Additionally, theseprotocolsoften re-
quire significantcomputationmakingthemundesirable
for loadedWebseners.

One-timepasswerdscanpreventreplayattacks.Lam-
port's user passvord authenticationscheme defends
againstan adwersarywho caneavesdropon the network
andobtaina copiesof sener state(i.e. the hashedbass-
wordfile) [25]. Thisschemads basednaone-wayfunc-
tion. Haller laterimplementedhe S/Key one-timepass-
word system[19, 20] using techniquesdrom Lamport.
De Waleffe and QuisquateextendedLamport’s scheme
with zero-knavledgetechniquesto provide more gen-
eral accesscontrol mechanismg10]. With their one-
exchangeprotocol, a user can authenticateand prove
possessiomf a ticket. This schemes not appropriate
for our modelof Web client authenticatiorbecausét re-
quirestheclientto performcomputatiorsuchasmodular
exponentiation.

Kerberosusestickets to authenticateusersto ser
vices[22, 33, 40]. TheKerberogicketis encryptedwith
a key known only to the serviceand the Kerberosin-
frastructuretself. A temporarysessiorkey is protected
by encryption. The ticket approachdiffers greatlyfrom
schemessuchas ours becausdickets are messagere-
serving,meaningthat an adwersarywho compromises
servicekey canrecover the sessiorkey. If anadwersary
compromiseshekey in our schemeijt canmint andver-
ify tokens,but it cannotrecover the contentsthat were
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originally authenticated Authenticationandencryption
shouldbe separatedhut Kerberosdoesbothin onestep.

The Amoeba distributed operating system crypto-
graphicallyauthenticatedapabilitieor rights) givento
auser[42]. Oneof the proposedschemesuthenticated
capabilitiesdy XORingthemwith asecresenerkey and
hashingheresult. Clientauthenticatioron the Webfalls
into the samedesignspace A Websenerwishesto send
auserasignedcapability

7.2 Web-specificauthentication protocols

TheHTTP specificationgprovide two mechanismsgor
authentication:Basic authenticatiorand Digestauthen-
tication[16]. Basicauthenticatiorrequiresthe clientto
senda usernameand passverd in the clear as part of
the HTTP request.This pair is typically resentpreemp-
tively in all HTTP requestgor contentin subdirectories
of the original request.Basicauthentications vulnera-
ble to an earesdroppingadwersary It alsodoesnot pro-
vide guaranteedxpiration (or logout), and repeatedly
exposesa users long-termauthenticatarDigestauthen-
tication, a newer form of HTTP authenticationis based
onthesameconceptut doesnottransmitcleartet pass-
words. In Digestauthenticationthe client sendsa cryp-
tographichash (usually MD5) of the username pass-
word, a sener-provided nonce,the HTTP method,and
theURL. Thesecurityof this protocolis extensiely dis-
cussedn RFC 2617[16]. Digestauthenticatiorenjoys
very little client support,eventhoughit is supportedy
thepopularApacheWebsener.

The main risk of theseschemeds that a successful
attackrevealsthe users passverd, thusgiving theadwer-
sary unlimited access.Further breaksarefacilitatedby
the existenceof freely availabletools capableof sniffing
for authenticatiorexchange$39].

TheSecureSocletsLayer(SSL)protocolis astronger
authenticatiorsystemprovidesconfidentiality integrity,
and optionally authenticatiorat the transportlevel. It
is standardizedas the TransportLayer Security proto-
col [11]. HTTP runson top of SSL, which provides
all the cryptographicstrength. Integrationat the sener
allows the sener to retrieve the authenticatiorparame-
tersnegotiatedby SSL. SSL achieresauthenticatiorvia
public-key cryptographyin X.509 certificated8] andre-
quires a public-key infrastructure(PKI). This require-
mentis the main difficulty in using SSL for authentica-
tion— currentlythereis noglobalPKI, noris therelikely
to beoneanytime soon.Severalmajor certificateauthor
ities exist (e.g., Verisign),but the spaces fracturedand
disjoint. To somedegree,usersavoid client certificates



becausecertificatesare practically incomprehensibléo
non-technicalusers. Other argumentssuggestthat the
merits of PKI asthe answerto mary network security
problemshave beensomeavhatexaggerated13]. Client
supportfor SSLis non-standaréndthuscanhave inter-
operability problems(e.g., Microsoft Internet Explorer
and NetscapeNavigator client certificatesdo not inter-
operate)andperformanceoncernsSSL decreaseg/eb
sener performanceandoften providesmorefunctional-
ity than most applicationsneed. In an effort to avoid
using SSL, Bergadano Crispo,and EccettuatauseJava
appletsto secureHTTP transaction$6].

Park and Sanduidentify securityproblemsof regular
cookiesnetwork threats end-systenthreatsandcookie
hanestingthreats[34]. Samardescribes cookie-based
distributedarchitecturdor single-signori37].

7.3 Schemesn the field

Many ad hoc schemesare usedtoday to perform
Web authenticatiorwithout makinguseof eitherSSL or
ary of the HTTP authenticatiormechanisms.Instead,
scheme®oftenuseHTTP statemanagemento storeau-
thenticatorswith the client. This helpssitesprovide au-
thenticationfor Web applicationswhile preservingease-
of-useandperformance.While mary of theseschemes
are well-designedand do indeedprovide appropriately
strongauthenticatiorfor the ernvironmentin which they
aredeployed,justasmary scheme$ave fatalflaws.

Shibboleth,a projectof Internet2,is investigatingar-
chitectures,frameworks, and technologiesto support
cross-realmauthenticatiorand authorizationfor access
to Web pages[38]. The group completeda surwey of
client authenticatioron the Web at several universities,
mostof which usea combinationof Kerberosclientcer
tificates, HTTP authenticationand cookies. However,
they have notyet presented completedesign.

Open Market has patenteda schemethat createsa
folded cryptographichashof a sener secret,a session
identifier, andotherparameter§28]. Yahoohasa cookie
authenticatiorschemethat computesMD5 of a sener
secret, user identifier, timestamp,and other parame-
ters[46]. The ArsDigita CommunitySystem(ACS)has
a SHA1-basedcookie authenticatiorscheme[29]. All
theseschemesrelikely to be secureagainstinterroga-
tive adwersariesput all appeawulnerableto earesdrop-
pers.

Microsoft Passportoffers a managecdcookie authen-
tication schemg35]. Microsoft mints a cookie authen-
ticator after a userlogsin. Vendorsparticipatingin the
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passporservicecanverify theauthenticatoto determine
authenticityandauthorization.Thedetailsof theauthen-
tication schemehave not beenpublished,but the white

paperindicatesthat Microsoft sharesa uniguesymmet-
ric key with eachvendor Thesekeys canbothmint and

verify authenticators.

8 Conclusion

To provide designersand implementerswith a clear
framework, we have given a descriptionof the limita-
tions, requirementsandsecuritymodelsspecificto Web
clientauthenticationWe presentec setof hintson how
to designa secureclientauthenticatiorschemebasecdn
experiencegainedfrom our informal survey of commer
cial schemesThesuney shavedthatmary sitesarenot
secureagainsttheinterrogatve adwersary We proposed
anauthenticatiorschemesecureagainstheinterrogatve
adwersary

Web sites have such a large range of requirements
that no one authenticationschemecan meetthem all.
Currently SSL remainstoo costly andclient authentica-
tion infrastructuresremainhardly deployed. This par
tially explainswhy so mary home-brev schemesxist.
The Web communityoughtto recommendh securestan-
dardor securepracticedf thereis any hopeto eliminate
the proliferation of insecurehome-brev authentication
schemesWe hopethat this paperwill help schemesn
resistingcommonattacks.

For more information and our source code, see
the appendix or visit our Web site at http:/
cookies.lcs.mit.edu/
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A Search enginequeries

Cookiefilesareoccasionallypublishedonthelnternet
and are indexed by somesearchengines. Variants of
thesequerieshave at timesworked on Google.com
Yahoo.com , NorthernLight.com , and
AltaVista.com

After we reportedthese queries, Google immedi-
ately removed all files called “cookies.txt "oor
“COOKIES.TXT" from their indexing and later their
cache. This removes the indexing for most cookie
files. Somecookiefiles still existundernon-standardile
names,apparentlybecauseof corruptedtext files (e.g.,
resumesghatinclude a persons cookiefile at the end).
The other searchenginesgave no definitive responses.
For historicalpurposesherearethe queriesthatusedto
producemary cookiefiles.

e avenuea.ConrALSE FALSE
¢ CERT7.DB
e text:CERT7.DB

Theideaof the searchqueriess to locatecookiefiles
basedon information inside the cookie. For instance,
avenuea.com is found in mostcookie files because
of online adwertisingandusertracking. CERT7.DB of-
tenappearsiearfiles calledcookies.txt . Censoring
cookies.txt will not preventsomeondrom search-
ing for CERT7.DB thenindirectly finding a cookiefile.

B ichat Roomsv3.0

ichat Rooms v3.0 (www.ichat.com ) is a Web-
basedcommercialchat sener system. A userlogs in
with a username/passwd andrecevesa cookie,which
is composedf theusernamandpassverd XORedwith
a universalconstantvalue. Subsequentequestsare au-
thenticatedwith this cookie.

This systemis vulnerableto an attackby an eaves-
droppingadwersary Theadwersarycanreplaythe cookie
sinceit never expires. Knowledgeof the constantstring
(easilyobtainedby aninterrogatize adwersary)allows an
adwersaryto reconstructheuserspassword aswell. Fig-
ure 4 containsa sufficient numberof samplecookiesto
recoverthe constankey.

We did not analyzenewer versionsof ichat Rooms.
We only know thatthe currentschemas different.
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C NewEngland Bride (nebride.com)

nebride.com is the Web site for the New Eng-
land Bride magazine. A userlogs in with a user
name/passord andrecevesan|D cookie,whichis sim-
ply a username. This cookie authenticatesubsequent
requests.

An interrogatve adwersary can achieve a selectve
forgeryby guessinghe usernamef anexisting account
on the sener andusethis for full accesgo the account.
Furthermore sincethe passverd is displayedin plain-
text on the sener’s informationpage,the adwersarycan
retrieve the victim’'s passwerd, possibly compromising
account®f the sameuseron othersystems.

We notified New Englandbride, but we arenot sureif
they understandheproblem.

D Fatbrain.com

A userlogsin with their emailaddresandpassverd,
thenrecevesa URL-basedauthenticatofrom thesener.
TheURL-basedauthenticatois generatedrom aglobal,
monotonicallyincreasingsequenceaumber The URL-
basedauthenticators usedto authenticateheremainder
of theusers session.

This attack can proceedmore quickly if the victim
hasloggedin recently or thetime at which the userlast
loggedin canbeestimatedIn thatcaseanadversarycan
begin searchingbackwardsin the sequencepacedor the
properauthenticatarUsing this authenticatgran adwer-
sarycanchangehevictim’semailaddressteceive email
informing them of the victim’s passverd, and thereby
gainfull control— including purchasingability — over
thevictim’saccount.

TheFatbrain.com  pagesuseaneasilypredictable
sequencaenumberas an authenticatar This permitsan
interrogatveadwersaryto guesgheauthenticatiorioken.

TheengineeratFatbrainrespondedwiftly by chang-
ing the sequence&umberto a randomnumber This de-
featsthe attackdescribedabove.

E ihateshoppingnet

A userlogsin with ausername/passwd andreceves
an ephemerallD cookie, which is simply a serially-
assignednteger uniqueto the user This cookieis used
to authenticatehe users requestdor the remainderof



fubob
aaaaaaaa

username
passverd
cookie

ichat.cookie=0F160A0E1656233E21254D080B0 BOD0058080B 5359

username
passverd
cookie

daaaaaaaa

fubbb (notethe 1 letterchange)

ichat.cookie=0F160A031656233E21254D080BO BOD0058080B 5359

Figure4: Sampleichatauthenticators.

username fubob
ID=fubob

cookie

Figure5: Samplenebride.com

that session. An interrogatve can accessarbitrary ac-
countsbecauseof the densely-populatedamespacef
ID cookies.

Theihateshopping.net pagesprovide a simple
numericauthenticatgrthe namespacef which canbe
trivially steppedhroughto revealthe accountdetailsof
all accountson the system.Theadwersarywould not re-
quiretheir own accountor ary othersortof prior access.

We notifiedthesiteandreceivedaquickresponseWe
do not know how the currentauthenticatiorschemedif-
fersbecausehe Web site appeardo nolongerexist.

F SprintPCS.com

A user logs in with their phone number and ac-
countpassverd (PIN), thenrecevesa cookie from the
sener which appeargso be someform of the standard
Unix crypt()  function appliedto the submitteddata.
The cookie provides administratve accesgo one's ac-
count,andthis and subsequenaccount-relatedransac-
tions are protectedwith SSL. The cookie’s “SSL Only”
flag, however, is not set, and the cookie domain is
sprintpcs.com

An eavesdroppingadwersarycan obtain a users au-
thenticationcookieif the userlogsin to the securesec-
tion of sprintpcs.com and later revisits a non-SSL
sectionof the site. Since the cookie is usedfor au-
thenticationonly within SSL-protectedsectionsof the
sprintpcs.com site, setting the “SSL Only” flag
would provide increasegrotectionfor the authenticatar

While SprintPCSappearso spendmary CPU cycles
on SSL,the SSLis of little benefitsincethe secreteaks
in plaintext.

We notified SprintPCShroughtheir Webinterface.
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authenticator

G Snowball.com Web sites

A userregisterswith a username/passwd and re-
ceives an authenticationcookie. The site usesthis
cookie to authenticatethe user for future logins.
The same schemeis used on chickclick.com ,
highschoolalumni.com ,andign.com .

Simply by changingthe usernamenduserID (UID)
in the Beacon cookieto the that of the victim, an ad-
versary can login as the victim. First, an adwersary
logs in to obtain a legitimate username/UlDpair in-
cludedin the Beacon cookie. Given sucha cookie,
the adwersarychangeghe usernameandUID to that of
the victim. Usernameand UID information are read-
ily available from the Web site itself. In the case
of highschoolalumni.com , knowing a users high
schoolenableganadwersaryto discorertheusernamend
UID of auser

Thisis anexampleof a non-cryptographi@authentica-
tion scheme.We supposéhatthe site wantedto reduce
databaséookupsfor eachrequest.

We notifiedsnowball.com  andeventuallyreceved
aresponseWe have notinspectedhesiterecently

H Yahoo.com

Yahooprovided us with a descriptionof their client
authenticatiorscheme.

Ar chitecture Overview

Yahooprovidesalargenumberof serviceswith essen-
tially a singlesign-on.In the mostbasiccaseeachuser
hasa usernamea uniqueuserID (thatmaychangeover



https:/fatbrain.com/...?t=0&p1=toob @mit.edi&p2=5405557538

Figure6: SampleFatbrain.com

authenticator

RM%5FON=Y&CN1=X&R115=Y

Figure7: In theSprintPCS.com

cookie, X andY represeni3-charactecrypt()

-like outputs.R115is afunction

of theusers passverd. CNL1is likely afunctionof theusers phonenumber

time),andapasswverd. For moresecureservicegsuchas
Yahoo! Wallet), anadditionalsecurekey (alongerpass-
word) is requiredaswell. Authenticationand personal
informationis encodednto a smallsetof cookies.

Theoverall architectureconsistsof:

e acentraluserdatabasewhichmapsausersiD to a
long list of properties,

e some login machines, such as

login.yahoo.com ,

¢ all the servicemachinesjike my.yahoo.com or
calendar.yahoo.com

HTTP andHTTP over SSL areusedto communicate
betweerclientsandYahoo.

Authentication Scheme

Yahoos authenticatiorschemeusescookiesto store
userand authenticatiorinformation on the users com-
puter Usersare initially authenticatedvia passverd
which can be performedeither over regular HTTP or
HTTP layeredon SSL. This allows usersto protecttheir
passverd from passie adwersariesf they sochoose All
loginsmustbeprocessedthitially viathelogin machines.

Upon successfulogin, usersare given 2 authentica-
tion cookiesat Yahoo:Y andT. Y is persistentput T is
normallylostwhenthe browserexits. The persistencef
the Y cookie canbe configuredby the userto oneof a
fixed setof expirationtimesrangingfrom 15 minutesto
oneday.

TheY cookiealoneis acceptedor somelow-security
things, like displayingthe users My Yahoopage. For
more “personal”info, like Calendaror Mail, an up-to-
date T cookieis also needed. The Y cookie encodes
the users userid,somebasicdemographidnfo, andthe
users internal unique ID. For instance,a testuserID
“tibtibtlb2” getsthefollowing in Figure9.
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The'l' partis atransposedersionof thelD. The‘n’
partis thatlogin’suniquelD. It'scomparedo theversion
storedin the centraldatabasevhenqueryingto retrieve
ary information.

Other parametersencode language/countryprefer
encesgendeyyearof birth, andregionalinformation.

Theseallow certainsimple contentcustomizationgo
happenquickly — for example,genderis for targeting
ads, year of birth helpsfilter out adult from searchre-
sultsto kids, and zipcodecan be usedfor weatherand
yellow pagessearch.Also, encodingthis directly helps
reduceload on the databasenachinessinceservicema-
chinesdonotneedto queryfor thiscommoninformation
specifically

TheT cookieis basicallyatimestampandasymmetric
digital signature A sampleT cookieis in Figure10.

The ‘'z’ is for backwardscompatibility The‘a’ field
containsflagsthat specifythe expirationtime andsome
flagsrelatedto protectingprivacy of minors. Theimpor-
tantfieldsare'd’ and‘sk’, which areatimestampanda
signatureon the login, uniquelD, andtimestamp.(The
‘d’ field may alsoinclude someotherthingsfor back-
wardscompatibility) The sighaturedoesrequirehaving
a Yahoo-widesharedsecretthat every machineknows.
This signatureis calculatedas an MD5 hashover the
datawith the sharedkey. This schemealsoreliesupon
alooselysynchronizealock, muchlike Kerberosdoes.

For maximum security parts of the system,like Ya-
hoo! Wallet, yet anothercookie, called the S cookie,
is used. The S cookie is actually very different in
structureasthe generatiorand managemenof the con-
tentsis different. This cookieis limited to machinesn
the .secure.yahoo.com domain,andonly in SSL
mode. It is roughlylike the T cookiein structure.This
cookieis issuedwhenyou enteryour Yahoo! security
key, which is only enteredn SSL mode,andwhich has
some passverd quality rules enforced. The secureS
cookiesandthevendorspecificcookieshatwe generate



Beaconshsareg.uid.username.hsa0.97665

Figure8: A sampleSnowball.com

9917

cookie

Y=v=1&n=5qghie84hrpd8&I=jbljbljbls/a&p=m252rq8401b304&r=3k&Ig=us&intl=us&np=1

Figure9: YahooY cookie

T=z=eFGF6AeLbF6AcbnurltrzJ7&a=g&sk=DAAK|V.h3Ir2GU&d=YQFNRUUBendBZUZHR|jZBZ1dB

Figure10: YahooT cookie

from them,aretied to a particularIP address Although
mostHTTP proxiesmalke the IP addresof usersjump
around,Yahooreportsthat this appeargo be quite rare
in theHTTPScasesothelP addresgheckdoesnt seem
to hurtanyone.

By limiting this cookie to the
.secure.yahoo.com domain, Yahoo ensures
that only a carefully administeredset of machines
can accessthis cookie. Thesesystemspresentvery
simpleuserinterfaces(just the passverd entry pages)}o
minimize the chanceof allowing someJavascriptcookie
stealinghack.

Someserviceshostedby Yahoo,like Storesand Pay-
direct, requireaccesgo securedatabut don’t run under
.secure.yahoo.com Suchrequestsare authenti-
catedvia a separatesystem.lnitial requestsequiringau-
thenticationareredirectedo a .secure.yahoo.com
machinewvhichrequestshesecurgpassverd. Uponvalid
authenticatiorhere,the usersareredirectedbackto the
hostedservicewith anauthenticatioriokenon theendof
the URL. The original machinethensetsa cookie simi-
lar to the S cookiethatis visible only to it andauthen-
ticatedusing a secretkey thatis privateto the original
machine Whenthatcookieexpires(accordingo thein-
cludedtimestamp) the servicewill have to re-sendthe
clienttothe.secure.yahoo.com machinedor reau-
thentication. The URL authenticatoiis service-specific
and is also checled for replays. This ensuresthat a
sniffed authenticators not usefulto any adwersary

Yahoovalidatesthe integrity of all datasentin the T
(andpresumablys) cookies gxceptfor thedemographics
informationusedfor adtargeting.

Invalidation and revocationare handledby changing
theuniquelD in the userdatabaséwhile preservinghe
usernamend otherassociatednformation). By ensur
ing thattheuniquelD is changedvheneverthe passverd
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is changed,yahooensureghatary outstandingcookies
areimmediatelyinvalidated.

Discussion

TheHTTP schemeppearsecureagainstheinterrog-
ative adwersary andthe HTTP over SSL schemeagainst
the active adwersary However, the schememay be vul-
nerableto cryptanalyticsplicing attacksbecausét does
not usea strongkeyed MAC, but insteadusesstraight
MD5 with a fixed sharedkey. This constructiondoes
notofferthesameamountof confidencasHMAC-MD5
mightprovide. Fortunatelyunlikecrypt() , MD5 con-
sidersthe entireinput, makingan attacklik e the oneex-
ecutedagainsthe Wall StreetJournalmuchlesslikely.

The useof a single sharedkey is alsoa risk because
compromiseof this sharedkey could compromisethe
sameportionof Yahoos system.

Remedy

Thereis noknown attackagainsthis schemeasof yet,
exceptthatthe useof thehashasa MAC is notknown to
resistsplicingattacks.

I WSJ.com

The fastlogin cookie is an authenticatorissuedto a
useraftertyping in a username/passwd on WSJ.com.
Thealgorithmwasdeterminedo be:

fastlogin=
username- crypt (username- rotatingsener secret)

where+ denotesoncatenatiomvithout delimiters.

This schemeis wealer than schemesuchasHTTP
authenticatiorwhich sendcleartext passverds over the
network. An interrogatve adwersarywho discoversthe
algorithmcanforge a cookie authenticatofor any user
Thisresultsin atotal break.



Discussion

The vulnerability on the WSJ.com site givesan ad-
versaryaccess$o ary userssubscriptiorandpersonaln-
formation. In addition,an adwersarycanpurchasetems
attheWsSJandaffiliated sites(suchasarchivedarticles)
underary users creditcard. Furthermorean adwersary
canview optionalinformation setby the user For in-
stancemary userskeepallist of their stockportfolio on
theWSJ.com site.

An adwersaryneedsonly one pieceof informationto
gain access:the usernameof the victim. In this docu-
mentwe explain nine securityholeson WSJ.com.

1. With knowledgeof a usernamean adwersarycan
log in asthatuser

The WSJ.com siterequiresa paid accountto read
articles,purchaserchivedarticles,etc. A usercan
log into a personalizedVSJ.com site if the users
Web browser hasa valid “fastlogin” cookie. Be-
causeof several mistalesin the useof cryptogra-
phy, we wereableto write a programthat, givena
usernamegreatesa working fastlogincookie. This
programis attachedt the bottomof this document.

Figurel shavs anexampleof afastlogincookie.

The last field representghe username bitdiddle,
prependedo the outputof the Unix crypt() func-
tion. Theinputto the crypt() functionis the user
nameprependedo the string“March20”.

Likely WSJ.com expectedthe fastlogincookieto
act like a one-way hash or somethingthat de-
pendson secreinformation. However, thefastlogin
cookieis adeterministicvzaluewhich canalwaysbe
computedrom justthefirst 8 charactersf theuser
name.

2. If anadwersaryis notawareof vulnerability# 1, the
adwersarycanstill accessnostaccounts.

Beforediscoveringvulnerability#1, we considered
a less seriousattack that allowed accessto most
WSJ.com accounts.Any curiouspersonwith two
accountdaving similarusernamesouldnoticethis
vulnerability However, vulnerability #1 contains
all of theimplicationsof vulnerability#2 andmore.

The crypt() function only paysattentionto the first
8 character®f its input. Theimplicationis thatfor
all usernamethatmatchin thefirst eightcharacters,
the fastlogincookie is the same. Everything after
the8th characteof a usernamés ignored.

This attackworks againstall accountsthat have 8
to 14 charactemusernames.Only userswith 5, 6,
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or 7 characterusernamesare safefrom this simple
attack. However, all usersare still susceptibleto
vulnerability#1.

In otherwords,if avictim hastheusernamébitdid-
dle”, thenan adwersarycanregisterfor anotherac-
countwith thevictim’susernameasthe prefix (e.g.,
“bitdiddler”). This resultsin the samecrypt() out-
put:

username Crypt() Output FastloginCookie
bitdiddle = MaRdw2J1h6Lfc bitdiddleMaRdw2J1h6Lfc
bitdiddler MaRdw2J1h6Lfc bitdiddlerMaRdw2J1h6Lfc

If anadwersarywishesto take controlof theaccount
of anotheruser the adwersarymustonly know the

login nameof the victim. The adwersarythencre-

atesa new useron WSJ.com suchthat the new

usernamestartswith the victim’s username(e.g.,
“bitdiddler”). The adwersaryeditsthe cookieto re-

move the “r” in “bitdiddler”. Next, the adwersary
startsa Web browser (e.g., Netscapeand goesto

www.wsj.com . The site allows the adwersaryto

log in asthe victim. Now the adwersaryhasac-

cessto the victim’s credit card and can view per

sonalinformationsuchashomephonenumbersand
addresses.In addition, the adwersarycan change
the victim’s passwverd, althoughthis is not neces-
sary The only conditionis thatthe victim’s user

namemustbe at least8 characterdor theincorrect
useof crypt() to appear Again, this vulnerabilityis

eclipsedby vulnerability#1 mentionecdearliet

The implication scenariosarethe sameasvulnera-
bility #1.

. Thesaltis constant.

WSJ.com usesthe samesalt,“Ma”, for everyuser
Thesaltis supposedo helprandomizeheoutputof
crypt(). WhenWSJ.com issuesfastlogincookies,
it oughtto setarandom2-charactesaltratherthan
simply “Ma” for everyuser

Becausethe fastlogin cookie doesnot take pass-
wordsinto accountthis doesnot appearto further
wealenthe schemeBut if WSJ.com wereto hash
passwerds,the constansaltwould make dictionary
attackseasierto mountagainststolencookies.

. Thesecretpaddingis partially revealedby the salt.

The saltis not intendedto be a privatevalue; it is
by definition a public valuethatis sentalongwith
the ciphertext. Using the samevalue for a secret
string (the padding)anda public string (the salt) is
dangerouspecausét inherentlycompromiseghe
secretstring. Thesalt“Ma” consistf thefirst two



domain Javascript? Path SSL?

.wsj.com FALSE [cqi

FALSE 941452067 fastlogin

Expiration Variable  Value

name
bitdiddleMaRdw2J1h6Lfc

Figure11: A samplecookieauthenticatofrom WSJ.com.

characterf the secretpaddingstring “March20”
whichis usedto createfastlogincookies.

Theimplicationis thatthe salt partially givesaway
the secretusedto createfastlogincookies.

We later discoveredthat the secretstring was in-
tendedto be a rotating key. However, the rotation
wasnotimplemented.Therollout day, “March20”,
remainedhe secretkey until recently

. Lackof secretinformationandignoredinput

The authenticatiorschemerelieson the secreg of
a 7-characterstring storedon the WSJ.com Web
sener. We were able to extract this 7-character
string.

We first ran offline a bruteforce guessingorogram
to determine3 of the seven characters.This took
about an hour on ten 733MHz machines. Then
we improvedthe programby letting it interactvely
query the WSJ.com Web sener (about128 x 8
times)to determingheremaining4 charactersex-
cludingtheprogrammingime, this secondesttook
lessthan 18 minutesof computation(1 secondper
qguerybecauseve did not wantto flood the sener
with requests).

Secondthe crypt() functionignoresall input after
the 8th character WSJ.com oughtto usea trans-
form thatusesall of its input. For instance SHA-1
takesan arbitrarily long string and producesa 20-
byte output.

Becausef thesewo flaws, we wereableto quickly
recoverthissemi-secretMarch20”. Thisis usedas
asecreto createfastlogincookies. Theimplication
is thatcryptanalysiss straightforvardandfast.

. Lack of revocation

Evenif a userchangeshis/herpasswerd, the fast-
login cookie remainsthe same. This preventsthe
WSJ.com site from revoking a compromisedac-
count.

Theimplicationis that stolencookiesare not revo-

cable. Even if a victim changeshis or her pass-
word,theadwersarycanreuseanold stolenfastlogin
cookie.

There is no cryptographicallystrong lifetime in
the fastlogincookie. Although WSJ.com setsthe
cookie to expire 11 hourslater, a sarvy usercan
modify the cookiesfile to delaythe expirationtime
indefinitely. Our cookiesstill worked after5 days.
Oneway to fix this is to include a timestampin
themessagauthenticatiortodeto enforcea cookie
lifetime.

. Patternsin encryptedext

WSJ.com sometimeausesa secondcookie called
WSJIELOGIN. This appeardo be somefunction
of the usernameand passverd. However, the en-
cryption schemen the WSJIELOGIN cookie ex-
hibits too mary patternsto be secure.We identify
ciphertext patterndelon. A realencryptionor hash
algorithm would resultin random-lookingoutput.
WSJIELOGIN is far from random. For example,
the pairsbelowv arecorrelatedo the alphabetisted
backwards.For instance;a’ encryptso'v’, 'b’ en-
cryptsto’u’, 'c’ encryptdo’t’, etc. However, some
encryptionsappeato vary by username.

Password EncryptedPassvord

a v KFANAfOI
b u KfAnAfOI
c t KIAnAfOI
[Spacesaddedfor clarity.]

Theimplicationis thatanadwersarymay be ableto
retrieve a passwverd from this cookie.

. WSJ.com allows invalid accounts

Onecanusenon-&istentusername® login toread
contenton WSJ.com. While this doesnot affect
ary particularuser it allows adwersariego readthe
WSJfor free. For instance the cookiein Figure9

works fine eventhoughit hasfewer than5 charac-
ters.

Sampleauthenticator

Cookie: fastlogin=bitdiddleMaRdw2J1h6Lfc

The programin Figure 13 will generatea cookie au-

7. Thefastlogincookielastsforever thenticatorgivena username.
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.wsj.com TRUE/ FALSE 1314159265 fastlogin abcdMaTFoOb31s/Gg

Figure12: A cookiefor a non-e&istentuserwhereusername “abcd” andcrypt() = “MaTFoOb31s/Gg".

#!/usr/bin/perl
$salt = "Ma";
$pad = "March20";

print  STDERR"Enter username:
$username = <STDIN>;
chop $username;

$in = $username . $pad;
while (length  ($in) > 8) { chop $in; }

$fasterlogin = crypt ($in,  $salt);
print STDERR"Place the following in your .netscape/cookies file.\n\n";
print  ".wsj.com  TRUE / FALSE 1314159265 fastlogin $usernameS$fasterlogin\n';

Figure13: A programto createWSJ.com cookieauthenticators.

We useddynamic programmingin an adaptve cho-
senmessageattackto recover the rotating secretsener
key, “March20”, in Figure 14. The programruns in
128 * 8 queriesratherthanthe intended128® (1,024vs.
72,057,594,037 87,936). Assumingeachquerytakes1
second,this programfinishesin 17 minutesinsteadof
theintended? % 10° years. Therotatingsecretwassup-
posedto bethe currentdate,but the secretgot stuckon
therollout date,March 20.

Remedy

We metwith Dow Jonesthe parentcompaly of the
Wall StreetJournal shortlyafterdiscoveringthe vulner
ability. The cookieauthenticatiorschemevasimmedi-
ately changed. However, we have not investigatedthe
new scheme.The peopleat Dow Joneswere extremely
responsie andhelpful.
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#!/usr/bin/perl
use LWRP::UserAgent;
use HTTP::Cookies;

$mysalt = "Ma"; # The well-known  2-char salt
$url = "http://interactive.wsj.com/pages/money.h tm";  # URL returning 200 only if cookie ok
$cookiefile = "ltmp/.netscape/cookies.txt";

$ua = new LWP::UserAgent;
$ua->agent("Cookie-Eaters/1.0");
$request = new HTTP::Request ('GET’,  $url);

$cookie = HTTP::Cookies::Netscape->new (
File => $cookiefile,
AutoSave => 0, );
$username = "bitdiddI"; # Start with 7-character username to find the left-most padding char
$pad = " # What we know about the padding appended to the input of crypt.
S$iteration =1, # Try every character for the current pad character
for ($count = 0; S$count <= 127; $count++) {
$guess = sprintf("%c", $count);
$out = crypt ($username . $pad . $guess, $mysalt);
$cookie->set_cookie(1, "fastlogin” => "$username$out", "M, “.wsj.com");
$cookie->add_cookie _header($request);
$ua->cookie_jar( $cookie );
$response = $ua->simple_request( $request  );
if ($response->is_success) {

$pad = $pad . S$guess;
if  ($iteration ==

print  "Exhausted. Pad is so far:  $pad\n’; exit;

}

S$iteration++; sleep 1;

Figure14: An adaptve chosermessageattackto quickly recoverthe WSJ.com sener secret.

24



