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Abstract

Producingspecificationsdby dynamic(runtime) analysisof
programexecutionss potentiallyunsoundpecaus¢heana-
lyzed executionsmay not fully characterizall possibleex-
ecutionsof the program. In practice,how accuratearethe
resultsof a dynamicanalysis?This paperdescribeghere-
sultsof aninvestigationinto this questioncomparingspec-
ificationsgeneralizedrom programrunswith specifications
verifiedby a staticchecler. Thesurprisingresultis thatfor a
collectionof modestprogramssmalltestsuitescapturedall
or nearlyall programbehaior necessaryor a specifictype
of staticchecking,permittingthe inferenceandverification
of usefulspecificationsFor ten programsof 100-800ines,
theaverageprecision,a measuraf correctnessyas.95and
the averagerecall,a measuref completenesayas.94.

This is a positive result for testing, becauset suggests
thatdynamicanalysesancaptureall semantianformation
of interestfor certainapplications.The experimentakesults
demonstrat¢éhata specifictechniqguedynamicinvariantde-
tection,is effective at generatingconsistentsufficient spec-
ifications. Finally, the researctshavs that combiningstatic
anddynamicanalysesver programspecificationsasben-
efitsfor usersof eachtechnique.

1 Intr oduction

Dynamic (runtime) analysisobtainsinformation from pro-

gram executions; examplesinclude profiling and testing.
Ratherthan modeling the state of the program, dynamic
analysisusesactualvaluescomputedduring programexe-

cutions. Dynamicanalysiscanbe efficient and precise but

theresultsmay not generalizdo future programexecutions.
Thisunsoundnesmakesdynamicanalysisnappropriatdor

certainuses,andit may make usersreluctantto dependon

the resultsevenin othercontets becausef uncertaintyas
to theirreliability.

By contrast,static analysisoperateshy examining pro-
gramsourcecodeandreasoningaboutpossibleexecutions.
It builds a model of the stateof the program,suchas val-
uesfor variables. Static analysiscan be conserative and

sound,andit is theoreticallycomplete] CC77. However, it
canbeinefficient, canproduceweakresults,and (asin the
caseof theorem-preing or programverification)canrequire
explicit goalsor annotations.

We have integrated and comparedstatic and dynamic
analysesver programspecificationsn orderto understand
the relationshipsbetweenthem. In particular our investi-
gationprovidespreliminaryanswergo the following ques-
tions.

How accurate is dynamic analysis? We do not have a
theoreticalanswerto this question,nor canwe predicthow

useful analysisresultswill be. (In ary event, the answer
dependwon the particularuseanduser) However, our ex-

perimentsprovide an interestingdatapointfor the specific
example of programspecifications. Specificationsform a
particularlyrich domainthatcapturesa greatdealof whatis

interestingabouta programs semanticsandwe shav thata
dynamicanalysiscanrecoverthemaccurately

How can dynamic analysisbe improved? Theaccuray

of adynamicanalysiscanbeimprovedin atleastthreeways.
First,thedynamicanalysistself canbemademorediscrimi-

nating;we shaw thatour specificatiorinferenceanalysisand
its implementatiorareeffective. Secondthedynamicanaly-
siscanbeintegratedwith otheranalysesFor instancepass-
ing potentiallyunsoundoutputthrougha checlerto remove

urnverifiable propertiesimproves soundnessvhile possibly
reducingcompletenes3Ne haveimplementecindevaluated
sucha system.(The checler usedby ourimplementatioris

unsoundput it neverthelesss of substantiabenefit;its se-
lectionwasan engineeringradeof.) Third, feedbackirom

thedynamicanalysiscanindicatehow to improvetestsuites.
Feedbaclaboutpropertieg(not) satisfiedmay be at leastas
effective as code coveragefeedbackaboutlines (not) exe-

cuted. This paperdoesnot directly addressuchfeedback,
however.

How candynamic analysisbe useddespiteunsoundness?
A dynamicanalysismight produceresultsthat are correct
over all possibleexecutions. If the resultscanbe verified,



thenthey canbeusedasif they resultedrom a soundanaly-
sis. Our techniquegroducefully verifiableresultsin mary
circumstanceshut even lessthan perfectresultscan be of
use. For instance selectingand expressinggoalsfor static
verification can be difficult and tedious, and current sys-
temshave troublepostulatingthem. Startingfrom partial or
nearly-truespecificationscould be easierfor varioustasks,
including programverification,thanstartingfrom no speci-
ficationsatall. Tool supporfor generatingpecificationfias
the potentialto easeuseof formal methods enablingthem
to becomemorepracticalandmorewidely used.We provide
preliminaryevidenceto supportthis claim.

Our resultsdemonstratéhat muchof programsemantics
arepresenin testexecutionsasmeasuredgainstverifiabil-
ity of generatedpecifications.They alsodemonstrateéhat
the technigueof dynamicinvariantdetectionis effective in
capturingthis information,andthatthe resultsare effective
for the taskof verifying absencef runtimeerrors. Finally,
they shaw thatstaticanddynamicanalysesanbeintegrated
to overcomethe shortcoming®f each:unsoundnestor the
dynamicanalysisandlack of goalsor tediousannotatiorfor
the staticanalysis.

1.1 Approach

We used program specificationsto investigatethe rela-
tionship betweendynamically and statically available in-
formation abouta program, and the accurag of the for-
mer. Our approachs to extractspecificationgrom program
runs[Ern00 ECGNOJ anddeterminenvhetherthey arecor
rectandsufiicient. For the purposef this paper our suffi-
ciengy measurés machineverifiability of the specifications.
Correctspecificationsmay be insufficient if limitations of
theverifier preventthemfrom beingproven.

The generatedspecificationsare program invariants.
Thesespecificationsarepartial: they describeandconstrain
behaior but do not provide a full input—outputmapping.
The specificationsare alsounsound:asdescribedater, the
propertiesarelik ely, but not guaranteedp hold.

A programinvariantis a propertythatis true (or puta-
tively true) at a particularprogrampoint or points, suchas
might appearin anassert statemenbr a formal specifi-
cation.Invariantsincludeprocedurgreconditionsandpost-
conditions,loop invariants,and object (representationin-
variants. Examplesincludey = 4 x x + 3; x > abs(y); ar-
ray a contains no duplicates; n = n.child.parent (for all nodes
n); size(keys) = size(contents); andgraph g is acyclic. In-
variants explicate data structuresand algorithmsand are
helpful for programmingtasks from design to mainte-
nance. Invariantsassistin creation of better programs
[Gri81, LG86, HHJ"87h, HHJt874, documentprogram
operation[KL86, LCKS9(, assisttestingand enablecor-
rectmodification[OC89, GKMSO0(, assistin test-casgen-
eration[TCMM98] andvalidation[CR99, form a program
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Figure 1: Generatiorand checkingof programspecificationge-
sultsin aspecificatiortogethemwith a proof of its correctnessOur
generatoiis the Daikon invariantdetectoy and our checler is the
ESC/Jaastaticchecler.

spectrum[AFMS96, RBDL97, HRWY98], and canenable
optimizationg CFE99, amongotheruses.Despitetheir ad-
vantagesinvariantsare usually not statedexplicitly in pro-
grams.

Dynamicinvariantdetectionis a techniquefor postulat-
ing likely invariantsfrom programruns: adynamicinvariant
detectorunsthetargetprogram examinesthe valuesthatit
computesandlooksfor patternsandrelationship®overthose
values reportingthe onesthatarealwaystrue overanentire
testsuite andthat satisfy certainotherconditions(seeSec-
tion 2.1). Theoutputsarelik ely invariants:they arenotguar
anteedo beuniversallytrue,because¢hetestsuitemight not
characterizall possibleexecutionsof the program.

To explore the issueslisted above, we have integrateda
dynamicinvariantdetectoy Daikon [Ern00, ECGNO, with
a staticverifier, ESC/Jaa [DLNS98, LNS0(. Our system
operatesn threesteps(seeFigurel) [NEOL]. First, it runs
Daikon, which outputsa list of likely invariantsobtained
from runningthe target programover a testsuite. (We use
theterm“testsuite”for ary inputsoverwhich executionsare
analyzedithoseinputsneednot satisfyany particularprop-
ertiesregardingcode coverageor bug detection.) Second,
it insertsthoselikely invariantsinto the target programas
annotations.Third, it runs ESC/Jaa on the annotatedar-
get programto reportwhich of the likely invariantscanbe
staticallyverifiedandwhichcannot.All threestepsarecom-
pletelyautomaticthoughusersmayprovide guidancean or-
der to obtain betterresultsif desired. Usersmay edit and
re-runtestsuites,or may add or remove specificprogram
annotationdy hand.

Theremainderof this paperis organizedasfollows. Sec-
tion 2 providesbackgroundbn the dynamicinvariantdetec-
tor andstaticverifier usedby our system.Section3 presents
resultsfrom severalexperiments Sectiord noteschallenges
thatarosewhile building andrunningour system.Section5
discussedessonslearnedfrom the experiments. Finally,
Section6 relatesour resultsto otherresearchSection? pro-
posedollow-on researchandSection8 concludes.

2 Background

This sectiondescribeslynamicdetectionof programinvari-
ants,asperformedby the Daikon tool, and static checking
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Figure2: An overview of dynamicdetectionof invariantsasim-
plementedy Daikon.
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of programannotationsasperformedby the ESC/Jaatool.
Full detailsaboutthetechniquesndtoolsappeaelsavhere.

2.1 Daikon: Invariant discovery

Dynamic invariant detection[Ern00, ECGNO0J discovers
likely invariantsfrom programexecutionsby instrumenting
thetarget programto tracethe variablesof interest,running
theinstrumentegrogramover a testsuite,andinferring in-
variantsover the instrumented/alues(Figure2). Theinfer-
encesteptestsa set of possibleinvariantsagainstthe val-
uescapturedfrom the instrumentedsariables;thoseinvari-
antsthataretestedo a sufficientdegreewithoutfalsification
arereportedto the programmer As with otherdynamicap-
proachessuchastestingand profiling, the accurag of the
inferredinvariantsdependsn parton the quality andcom-
pletenes®f thetestcases.The Daikon invariantdetectoris
languagandependentandcurrentlyincludesinstrumenters
for C++andJava.

Daikon detectdnvariantsat specificprogrampointssuch
asprocedureentriesandexits; eachprogrampointis treated
independently The invariant detectoris provided with a
variabletracethatcontainsfor eachexecutionof a program
point, the valuesof all variablesin scopeatthatpoint. Each
of a setof possibleinvariantsis testedagainstvariouscom-
binationsof one,two, or threetracedvariables.

For scalarvariablesz, y, and z, and computedcon-
stants a, b, and ¢, some examples of checled in-
variants are: equality with a constant(x =a) or a
small set of constants(x € {a,b,c}), lying in a range
(a < x < b), non-zeromodulus(x = a (mod b)), linearre-
lationships(z = ax + by + c), ordering (x < y), and func-
tions (y = fn(x)). Invariantsinvolving a sequencevariable
(suchasanarrayor linkedlist) includeminimumandmaxi-
mumsequencealuesexicographicabrdering,elemenbor-
dering,invariantsholding for all elementsn the sequence,
or membershigx € y). Giventwo sequencessomeexam-
ple checled invariantsare elementwisdinear relationship,
lexicographiccomparisonandsubsequenceelationship.

In additionto locally-checkablénvariantssuchas node
= node.child.parent (for all nodes),Daikon detectsglobal
invariants over pointerdirected data structures, such as
mytree is sorted by <, by linearizinggraph-like datastruc-
tures. Finally, Daikon can detect conditional invariants
suchas“if p # null then p.value > x” and“p.value > limit or
p.left € mytree”. Conditionalinvariantsresultfrom splitting

datainto partsbasedon the conditionandcomparingthere-
sulting invariants;if the invariantsin the two halvesdiffer,
they arecomposednto a conditionalinvariantfEGKN99).

For eachvariableor tuple of variablesin scopeata given
programpoint, eachpotentialinvariantis tested. Eachpo-
tential unaryinvariantis checledfor all variables,eachpo-
tentialbinaryinvariantis checledoverall pairsof variables,
andso forth. A potentialinvariantis checled by examin-
ing eachsample(i.e., tuple of valuesfor the variablesbeing
tested)n turn. As soonasa samplenot satisfyingtheinvari-
antis encounteredhatinvariantis known notto hold andis
not checledfor any subsequentamples.Daikon maintains
acceptableperformanceas programsize increasedbecause
falseinvariantstendto befalsifiedquickly, sothe costof de-
tectinginvariantstendsto be proportionalto the numberof
invariantsdiscovered. All the invariantsareinexpensve to
testanddo notrequirefull-fledgedtheorem-preing.

An invariantis reportedonly if thereis adequatetatistical
evidencefor it. In particular if thereareaninadequat@um-
ber of obsenations, obsened patternsmay be mere coin-
cidence.Consequentlyfor eachdetectednvariant,Daikon
computeghe probability that sucha propertywould appear
by chancein a randomsetof samples.The propertyis re-
portedonly if its probability is smallerthana userdefined
confidenceparametefECGNOQ.

TheDaikon invariantdetectoris availablefrom http:/
sdg.lcs.mit.edu/daikon/

2.2 ESC: Static checking

ESC[Det96 DLNS98 LN98] is anExtendedstaticChecler
that hasbeenimplementedior Modula-3andJava. It stat-
ically detectscommonerrorsthat are usually not detected
until runtime, suchasnull dereferencerrors,arraybounds
errors,andtype casterrors.

ESCis intermediatein both power and easeof use be-
tweentypecheclkrsandtheorem-proers,but it aimsto be
morelik e the formerandis lightweightby comparisorwith
the latter Ratherthan proving completeprogramcorrect-
nessESCdetectonly certaintypesof errors.Programmers
mustwrite programannotationsmary of which aresimilar
in flavor to assert  statementsbut they neednot interact
with thecheclerasit processetheannotategorogram.ESC
issuesvarningsaboutannotationshatcannoteverifiedand
aboutpotentialrun-timeerrors.

ESCperformsmodularchecking:it checksdifferentparts
of aprogramindependentlyandcancheckpartial programs
or modules. It assumeghat specificationsfor missingor
unchecled componentsre correct. ESC’s implementation
usesatheorem-preerinternally. We will notdiscusEESC%s
checkingstratgy in moredetailbecausehis researchreats
ESCasablackbox. (It is distributedin binaryform.)

ESC/Jaa is a successoto ESC/Modula-3. ESC/Jaa’s
annotationanguaggseeSection4.1) is simpler, becausét
is slightly wealer. Thisis in keepingwith the philosophyof



StackAr stackrepresentetly anarray

QueueAr queuerepresentetly anarray
DisjSets disjoint setssupportingunion,find
Vector java.util.Vector growvablearray

StreetNumberSetollectionof numericranges

GeoSgment pair of pointsonthe earth

Graph genericgraphdatastructure
RatNum rationalnumber

RatPoly polynomialover rationalnumbers
FixedSizeSet setrepresentetly a bitvector

Figure 3: Descriptionof the analyzedorograms . Theseprograms
areavailablefrom theauthors.

atool thatis easyto useandusefulto programmersather
than onethatis extraordinarily powerful but so difficult to
usethatprogrammershyaway from it.

ESCis not sound;for instance it doesnot modelarith-
metic overflow, and permitsthe userto supply (unverified)
assumptionsHowever, ESCprovidesa goodapproximation
to soundness.

This paperuseseSC/Jaa not only asa lightweighttech-
nology for detectinga restrictedclassof runtimeerrors,but
also as a tool for verifying representatiorinvariantsand
methodspecifications.We choseto use ESC/J&a because
we are not aware of other equally capabletechnologyfor
statically checkingpropertiesof runnablecode. Whereas
mary otherverifiersoperateover non-executablespecifica-
tionsor models,our researchaimsto compareandcombine
dynamicandstatictechnique®verthe samecodeartifact.

Both versionsof ESCarepublicly availablefrom http:
/lresearch.compag.com/SRC/esc/

3 Experiments

This sectiongivesquantitatve andqualitative resultsfrom a
numberof experiments Resultsdemonstrat¢hatfor certain
programspour systemis ableto infer specificationghatare
oftenpreciseandcompleteenoughto be machineverifiable.

Section 3.1 presentsour methodology Sections3.2
and 3.3 discusswo exampleprogramsin detail; thesesec-
tions characterizehe generatedpecificationsand provide
an intuition aboutthe output of our system. Section3.4
overviews other experimentsand highlights the types of
problemsthe systemmayencounter

3.1 Methodology

We analyzedhe programdistedin Figure3. (Figure4 sum-
marizesthe results.) The first three programscome from
a datastructuresextbook [Wei99; Vector is partof the
Java standardiibrary [Bla]; andthe last six programsare
staf solutionsto assignmentsn a programmingcourseat
MIT [MITO1].

All of theprogramsexceptVector camewith testsuites,
eitherfrom thetextbookor thatwereusedfor grading.Sev-
eral of thesetestsuiteswere small unit teststhat contained
just threeor four calls per methodanddid not exercisethe
programs full functionality. We extendedthe deficienttest
suites,aneasytask(seeSectiord.4). We wrote our own test
suitefor Vector .

As describedn Sectionl.1, our systemrunsDaikon and
insertsits outputinto the target programas ESC/Jaa an-
notations.Someof Daikon’s invariantsareinexpressiblein
ESC/Jaa’s notation(the “Inexpr” columnof Figure4; also
seeSection4.1). We did not studythesefurther.

We determinedby handhow mary of Daikon’s invari-
antswereredundanbecauséehey werelogically implied by
otherinvariants(the “Redund”columnof Figure4). We en-
suredthat redundantinvariantsverified exactly whentheir
non-redundantounterpartslid. We removedall of thesen-
variantsfrom further considerationfor two reasons.First,
Daikon attemptdo avoid reportingredundantnvariants put
its testsare not perfect; theseresultsindicatewhat an im-
provedtool could achieze. More importantly only onere-
dundantinvariantdid not verify, soincluding redundantn-
variantswould have inflated our results. Userswould not
needto remove the redundaninvariantsin orderto usethe
tool.

We then measurechow differentthe reportedinvariants
arefrom a setof annotationshatESC/Jaa canverify (while
alsoverifying that no run-timeerrorsoccur). Thereare po-
tentially mary suchverifiablesets. For instance pne setof
annotationsnight only ensurethatno run-timeerrorsoccur,
while anothersetmight alsoensurethata representatiom-
variantis maintained We selectecsourgoalsettheonethat
requiredthe smallesthumberof annotationgo be addedto
or removedfrom thesetthatDaikonreported.Thisis amea-
sureof how differentthe reportedinvariantsare from a set
thatis both consistentand sufficient for ESC/Jaa’s check-
ing— anobjective measuref how muchof thesemanticef
the programwascapturedoy Daikon from the programexe-
cutions. It is alsoa measureof programmeieffort to verify
the programwith ESC/Ja&a, startingfrom a setof invariants
detectedby Daikon. One potentialsourceof error is that
we selectedhe goal setof annotationdy handi;it is possi-
ble thatwe overlookeda closergoal. However, the numbers
we presenfarea pessimisticoound,becausery sucherror
would degradethem.

Giventhe setof reportedinvariantsandthe goal set,we
countedthe numberof invariantsin both sets(the “Verif”
column of Figure 4), the numberonly reportedby Daikon
(the“Unver” column),andthe numberonly in the goal set
(the “Miss” column). We computedprecisionand recall
basednthesethreenumbers.



Programsize Numberof invariants Accuray
Program LOC | NCNB | Meth. || Verif. | Unver. | Inexpr. | Redund.| Report. | Miss. || Prec.| Recall
FixedSizeSet 76 28 6 16 0 7 8 31 0 1.00 | 1.00
DisjSets 75 29 4 32 0 21 16 69 0 1.00 | 1.00
StackAr 114 50 8 25 0 6 1 32 0 1.00 | 1.00
QueueAr 116 56 7 42 0 11 5 58 13 1.00 | 0.76
Graph 180 99 17 15 0 0 1 16 4 1.00 | 0.79
GeoSgment 269 116 16 38 0 0 9 47 0 1.00 | 1.00
RatNum 276 139 19 25 2 0 9 36 1 0.93 | 0.96
StreetNumberSej| 303 201 13 22 7 6 6 41 1 0.76 | 0.96
Vector 536 202 28 100 2 33 8 143 2 0.98 | 0.98
RatPoly 853 498 60 66 10 2 45 123 5 0.87 | 0.93
Average 280 142 18 38 2 9 11 60 3 0.95| 0.94

Figure4: Summaryof invariantsdetectedy Daikon andverified by ESC/Jaa. The programsaredescribedn Figure3. “LOC” is thetotal
linesof code.“NCNB” is the non-commentnon-blanklines of code.“Meth” is the numberof methods.“Verif” is the numberof reported
invariantsthat ESC/Jaa verified. “Unver” is the numberof reportedinvariantsthat ESC/Jaa failed to verify. “Inexpr” is the numberof
reportedinvariantsthat were inexpressiblein ESC/Jaa’s annotationlanguage. “Redund” is the numberof reportedinvariantsthat were
redundantitheseare not countedin previous columns. “Report” is the total numberof reportedinvariants,the sumof the previous four
columns.“Miss” is the numberof invariantsnot reportedby Daikon but requiredby ESC/Jaafor verification.“Prec” is the precisionof the
reportedinvariants,theratio of verifiableto verifiable plus unverifiableinvariants.“Recall” is the recall of the reportedinvariants,theratio

of verifiableto verifiableplus missing.

3.2 StackAr: array-basedstack

TheStackAr exampleis anarray-basedtackimplementa-
tion [Wei99. The sourcecontains50 non-commentines of
codein 8 methods,alongwith commentshat describethe
behaior of the classbut do not mentionits representation
invariant.

Our system determined the representationinvariant,
methodpreconditionsmodificationtargets,and postcondi-
tions, andverifiedthatthesepropertieshold. Daikon invari-
antdetectorfinds 32 invariants,of which 25 arecandidates
for verification. In addition,our systemheuristicallyadded
2 annotationgnvolving aliasingof thearray

Figure5 shavs partof theautomatically-annotatesburce
codefor StackAr . The first six annotationddescribethe
representatiomvariant,statingthatthe arrayindex is legal
andonly unusedstorageis null. The next threeannotations
describethe specificationfor the constructor Daikon also
detectsthat after constructionall elementsf the arrayare
null, but this propertyis implied by the representatiorin-
variant,so Daikon doesnot reportthe propertyandit is not
includedin theresults.

Our systemgeneratedpecificationdor all operationsof
the classandverifiedthattheimplementatiormetthe spec-
ification. For example,a postconditionfor the pop method
wasthebi-implication:

(\old(topOfStack) == -1) == (\result == null)

This invariantstateghatthe methodreturnsnull  if and
only if the stackis emptyuponentry.

Without these annotations,ESC/J&a issueswarnings
aboutmary potentialruntime errors, suchas null derefer
encesandarrayboundserrors. With the additionof the de-

tectedinvariants ESC/Jaaissuesnowarningssuccessfully

public class StackAr

{

/l@ invariant theArray != null

/l@ invariant \typeof(theArray) == \type(Object[])
/I@ invariant topOfStack  >= -1

/l@ invariant topOfStack <= theArray.length-1

/*@ invariant (\forall int i; (0 <=i &&

i <= topOfStack) ==> (theArray[i] 1=
/*@ invariant (\forall int i; (topOfStack+1
i <= theArray.length-1) ==> (theArray[i]

null)) */
<= i &&
== null)) *

public  StackAr( int capacity )
/l@ requires  capacity >= 0
/l@ ensures capacity == theArray.length
/l@ ensures topOfStack == -1
{
theArray = new Object[
topOfStack = -1;
/l@ set theArray.owner

}

capacity ];

= this

/*@ spec_public */  private
/I@ invariant theArray.owner
/*@ spec_public */  private int

Object [ ] theArray;
== this
topOfStack;

Figureb: Theobjectinvariantsfirstmethod andfield declarations
of the annotatedStackAr.java file [Wei99]. The ESC/Jaa
annotationgcommentsstartingwith “@) are producedautomati-
cally by Daikon, areautomaticallyinsertedinto the sourcecodeby
our systemandareautomaticallyverifiedby ESC/Jaa.

checksthat the StackAr classavoids runtime errors,and
verifiesthattheimplementatiormeetsits generatedpecifi-
cation.



Verif. | Unver. | Inexpr. | Redund| Report| Miss.
Object 4 0 0 1 5 2
Requires 33 6 1 24 64 2
Ensures| 29 4 1 20 54 1
[Total [ 66 | 10 | 2 | 45 | 123 | 5 |

Figure 6: Breakdevn of invariantsdetectedoy Daikon in the
RatPoly program.Theinvariantsaredividedinto objectinvari-
ants,preconditionsandpostconditionsThe columnsarethe same
asthe“Number of invariants”columnsof Figure4.

3.3 RatPoly: polynomial over rational num-
bers

A secondexamplefurther illustratesour results,and pro-
videsexamplesof verificationproblems.

TheRatPoly programis animplementatiorof rational-
coeficient polynomialsthat supportbasicalgebraicopera-
tions[MITO1]. Thesourcecontains498 non-commentines
of code,in 3 classesand 42 methods. Informal comments
statethe representatiomvariantand methodspecifications.
Our systemproducedan annotationset that was close to
a verifiable set. Additionally, the annotationset reflected
somepropertiesof the programmers specification,which
wasgivenby informal comments.

Figure 6 shavs that Daikon reported123 invariantsover
the class;10 of thosedid not verify, and5 morehadto be
added.

The unverifiableinvariantswere all true, but other miss-
ing invariantspreventedthem from being verified. For in-
stancethe RatPoly implementationmaintainsan object
invariantthat no zero-value coeficients are ever explicitly
stored,so Daikon reportedthataget methodneverreturns
zero. However, since elementsof Java collection classes
may not beaccesseth ESC/Jaa annotationsthe objectin-
variantis notexpressibleandtheget methodfailedto ver
ify. Similarly, themul operationexits immediatelyif oneof
the polynomialsis undefined but the determinatiorof this
condition also requiredannotationsaccessinglava collec-
tions. Thus,ESC/Jaa could not prove that helpermethods
usedby mul never operatedon undefinedcoeficients, as
reportedby Daikon.

The invariantsthat had to be addedwere of two cate-
gories.Someweredueto a specificatiodanguaganismatch
betweenESC/Jaa andDaikon. Daikon usesconsistenfio-
tation to statethe runtimetype of elementsin a sequence,
whetherit is an arrayor a Java collection class;ESC/Jaa
expresseshetwo in unrelatechotations.In our experiments,
thesepropertieshadto betranslatedy hand,but automating
thisstepis straightforvard. Therestof themissinginvariants
were detectedby Daikon, but suppressetbr lack of statis-
tical justification. Providing a more extensie testsuite, or
improving Daikon’s statisticalmeasuresywould correctthis
problem.

3.4 Other experiments

We alsoperformecdeightotherexperimentsasshavnin Fig-
ure 4. Theresultswere positive andrangedfrom complete
succesasfor StackAr totheoccasionaproblemsasout-
lined for RatPoly . The averageprecision(a measureof
correctnesspnd recall (a measureof completenessjvere
0.95and0.94,respectiely.

Unverifiable invariantswere either test suite artifactsor
lacked supportinginvariants. Testsuiteartifactsarisewhen
the test suite maintainsa property even thoughthat prop-
erty is not generallytrue. Theseproblemsoftenindicatea
deficieny in testing,but did notarisefrequentlyin theseex-
perimentgseeSection4.4).

Unverifiableinvariantsmore commonlyoccurwhensup-
portinginvariantsare outsidethe scopeof thetools. For in-
stanceijn theRatNum class Daikonfoundthatthenegate
methodpresenresthe denominatomandnegatesthe numera-
tor. However, verifying that propertywould requiredetect-
ing andverifying thatthegcd operationcalled by the con-
structorhasno effect becaus¢he numeratomnddenomina-
tor of theamgumentarerelatively prime.

Missing invariantsthat could have reasonablybeenex-
pectedo be detectedcanalsoleadto failedverification. For
example,the QueueAr classguaranteeshat unusedstor
ageis setto null. Therepresentatiomvariantsthatmaintain
this propertywere missingfrom Daikon’s output, because
they wereconditionedon a predicatanorecomplicatedhan
Daikon currently attempts. This omissionpreventedverifi-
cationof mary methodpostconditions.

Redundantinvariants—those implied by other invari-
ants— are often unhelpfulto the userbecauseahey corvey
no new information. For instancejn the DisjSets  class,
Daikon reportedthat the union methodensureda certain
propertyover all elementsbut alsoreportedthe sameprop-
erty for varioussubsetf the elements.Redundantnvari-
antsmay occasionallyhighlight importantconclusionsnot
obviousto the programmeyrsuchaswhena conclusionde-
pendsoninvariantsfrom severalotherobjectsin thesystem.
However, in generakedundantnvariantsarenot useful,and
we planto improve Daikon’s redundang checks(seeSec-
tion 7).

4 Limitations

This sectiondiscussedimitations of automaticgeneration
and checkingof programspecifications. Theselimitations
fall into threegeneralcategyories: problemswith the tools,
problemswith the target programs,and problemswith the
testsuitesfor thetargetprograms.

4.1 ESC/Java

ESCs5 input languageis a variant of the Javra Modeling
LanguageJML [LBR99, LBRO0O], aninterfacespecification



languagethat specifiesthe behaior of Java modules. We
use“ESCJIML’ for the JML variant acceptedas input by
ESC/Jaa.

Limitations of ESCJML prevent certainpropertiesfrom
beingexpressedAs aresult,thesepropertiesmustbe omit-
ted from the generatedspecificationsgven thoughDaikon
reportsthemastrue over a programs testsuite. ESCIML
annotationgannotincludemethodcalls, even onesthatare
side-efect-free. Daikon usesthesefor obtainingVector
elementsandaspredicatesn implications. Unlike Daikon,
ESCJIML cannotexpressclosureoperationssuchasall the
elementsn alinkedlist.

ESCJML requiresthat objectinvariantshold at entry to
andexit from all methodssoit warnedthattheobjectinvari-
antsDaikon reportedwereviolated by private helpermeth-
ods. We worked aroundthis problemby inlining onesuch
methodfrom the QueueAr program.

ESCJMLcannotexpressinvariantsover strings,although
Daikon reportsfew suchinvariantsin any event. As are-
sult, ESC/Jaa cannotverify that object invariantshold at
the exit from a constructorr othermethodthatinterpretsa
string argument,eventhoughit canshaw thatthe invariant
is maintainedoy othermethods.

Thefull IML languaggermitsmethodcallsin assertions,
\reach()  for expressingreachabilityvia transitve clo-
sure,and specifiesthat objectinvariantshold only at entry
to andexit from public methods.

Some of this functionality might be missing from
ESC/Jaabecausdt is designedhot for proving generabpro-
gram propertiesbut as a lightweight methodfor verifying
absencef runtime errors. However, our investigationge-
vealedexampleswhere such verification required each of
thesemissing capabilities. In somecasesESC/Jaa users
may be ableto restructureheir codeto work aroundthese
problems. In others, userscan insert unsoundpragmas
that causeESC/J&a to assumeparticular propertieswith-
out proof, permittingit to completeverification despiteits
limitations. We did not useary suchpragmasn our experi-
ments.

4.2 Daikon

A limitation of automaticgenerationof specificationsin-
volves invariants that Daikon does not detect—missing
classeof invariants. Section3.4 discussedroblemswith
anegate methodfor rationalnumbersa possiblesolution
is to detectwhennumbersarerelatively prime. We hadpre-
viously rejectedhatinvariantasof insuficiently generabp-
plicability.

Comparedwith previously publishedwork, the version
of Daikon usedin this experimentincorporatesseveral im-
provementsssentiato generatingverifiable specifications.
Of mostinterest,Daikon’s conditioningpredicatesvereen-
hancedo includebooleanproceduraeturnvaluesandpro-
cedureexit points. Daikon usesthesepredicatego produce

Program NCNB | Original | Added
FixedSizeSet 28 0 39
DisjSets 29 27 15
StackAr 50 11 39
QueueAr 56 11 54
Graph 99 Sys 1
GeoSgment 116 Sys 0
RatNum 139 Sys 39
StreetNumberSet 201 165 151
Vector 202 0 190
RatPoly 498 382 15

Figure7: Comparisorof programsizeto testsuitesize,givenin

non-commenton-blankinesof code.“NCNB?” is sizeof thepro-

gram;“Original” is thesizeof its original,accompaning testsuite;

“Added”is thenumberof linesaddedo yield theresultsdescribed
in Section3. “Sys” indicatesa systemtestnot specificallyfocused
ontheprogram(seeSection4.4).

implicationsanddisjunctionswhich arecritical to specify-
ing methodghattake differentactionsdependingninternal
state.

4.3 Targetprograms

Another challengeto verification of invariantsis the like-
lihood that programscontainerrorsthat falsify the desired
invariant. (Although it was never our goal, we have pre-
viously identified sucherrorsin textbooks[Gri81, Wei99,
in programausedin testingresearcfHFGO94 RH9§, and
elsavhere.)As anexampleof alikely errorthatwe detected
in the courseof this project,oneof the objectinvariantsfor
StackAr stateghatunusedelementf the stackarenull.
Thepop operationgnaintainthis invariant(which approxi-
matelydoublesthe sizeof their code),but the makeEmpty
operationdoesnot. We noticedthis whenthe expectedob-
jectinvariantwasnotinferred,andwe correctedheerrorin
our versionof StackAr .

4.4 Testsuites

A final challengeto generationis deficientor missingtest
suites. If the executionsprovided by a test suite are not
characteristiof aprogramsgenerabehaior, propertieob-
sened during testingmay not generalize.However, one of
thekey resultsof thisresearclis thatevenlimited testsuites
cancapturecertainsemantic®f a program.

Figure 7 shaws relative sizesof testsuitesand programs
usedin this experiment.Testsuitesfor thesmallerprograms
werelargerin comparisonput no testsuite was unreason-
ably sized.

Systemtests— teststhat checkend-to-endbehavior of a
system—tendedto producegood invariantsimmediately
confirming earlier experiencedECGNO]. Thesesystem
testswerefor a systemcontainingthe modulewe examined,
ratherthanbeingjust for themoduleitself.



Unit tests— teststhat checkspecificboundaryvaluesof
proceduresn a single modulein isolation— were not im-
mediatelysuccessful Whenthe initial testsuiteswere unit
teststhat camefrom the textbooksor were usedfor grad-
ing, they oftencontainedust threeor four callspermethod.
Somemethodson StreetNumberSet  werenot testedat
all.

We correctedheseestsuites but did notattemptto make
them minimal. The correctionswere not difficult. When
failed ESC/Jaa verificationattemptsindicatea testsuiteis
deficient,the urverifiableinvariantsspecify the unintended
property so a programmerknows exactly how to improve
the tests.For example,the original testsfor thediv opera-
tion on RatPoly exercisedawide rangeof positive coefi-
cients,but all testswith negative coeficientsusedanumera-
tor of —1. Otherexamplesncludedcertainstackoperations
notbeingperformedon a full stack,callsto a safestackpop
operationalwaysbeingprotectediy a checkwhetherthear-
raywasempty andaqueuamplementedsia anarraynotbe-
ing forcedto wrap around. Thesepropertiesvere detected
and reportedas urverifiable by our system,and extending
theteststo coveradditionalvalueswaseffortless.

Testsuitesareanimportantpart of any programmingef-
fort, sotime investedin their improvementis not wasted.
In our experience the additionaleffort (if any) requiredto
obtainaccuratenvariantsis indistinguishablérom thatre-
quired to createa generaltest suite. In short, poor ver-
ification results indicate specific failures in testing, and
reasonably-sizetbstsuitesareableto accuratelycapturese-
manticsof aprogram.

5 Discussion

The mostsurprisingresultof our researchs that specifica-
tionsgeneratedrom programexecutionsarereasonabhac-

curate: they form a setthatis (nearly) self-consistenand
self-suficient, asmeasuredy verifiability by anautomatic
specificatiorcheckingtool. Thisresultwasnotatall obvious

a priori. Onemight expectthatdynamicallydetectednvari-

antswould suffer from seriousunsoundnesby expressing
artifactsof thetestsuiteandwould fail to captureenoughof

the (formal) semantic®f the program.

This positive resultimplies that dynamicinvariantdetec-
tion is effective, at leastin our domainof investigation. A
secondproaderconclusionis thatexecutionsover relatively
small test suitescapturea significantamountof informa-
tion aboutprogramsemantics.This detectednformationis
equivalentto that resultingfrom, andverifiable by, a static
analysis. Although we do not yet have a theoreticalmodel
to explain this, nor canwe predictfor a giventestsuitehow
muchof a programs semanticspacat will explore,we have
presented datapointfrom a setof experimentgo explicate
the phenomenomndsuggesthatit maygeneralize.

We speculatghatthreefactorsmay contributeto our suc-
cess. First, our specificationgeneratiortechniquedoesnot

attemptto reportall propertiesthat happento be true dur-
ing atestrun. Rather it producesartial specificationghat
intentionally omit propertiesthat are unlikely to be of use
or that are unlikely to be universallytrue. It usesstatisti-
cal, algorithmic, and heuristicteststo make this judgment.
Second,the information that ESC/J&a needsfor verifica-
tion may be particularly easyto obtainvia a dynamicanal-
ysis. ESC/J&a’s requirementare modest:it doesnot need
full formal specificationf all aspectof programbeha-
ior. However, it doesrequiresomespecificationsandinput—
outputrelations,and we were ableto verify detectedorop-
ertiesthat were not strictly necessarfor ESC5s checking,
but provided additionalinformation aboutprogrambehar-
ior. Third, our testsuiteswere of acceptableyuality. Unit
testsareinappropriatefor they producevery poorinvariants.
However, Daikon’s output makesit extremely easyto im-
provethetestsuitesby indicatingexactlywhatis wrongwith
them. Furthermoreexisting systentestswereadequateand
thesearemorelik ely to exist andofteneasierto produce.

Our resultssuggesta new metric for test suite quality,
which we call “value coverage’[Ham87, CR99] or “spec-
ification coverag€. Specificationsrecloserthancodecov-
erageis to the abstract,semanticlevel at which programs
areoftenunderstood Softwareengineersnay morereadily
interpretprogrampropertieshanspecificpathsthroughthe
program,evenif they would eventuallyequatethetwo. We
areunsurewhetherspecification-completéor specification-
verifiable)testsuites—that s, testsuitesfrom whoseexe-
cutionscompleteor verifiable specificationcanbe dynam-
ically extracted— aregoodfor catchingbugs,andwhether
they tendto be coverage-completéie would lik e to further
investigatehesetopics.

We doknow thatdynamicallydetectegprograminvariants
male it easyto constructand extend test suitesto achieve
specificationcompleteness.Thereis substantialanecdotal
evidencethat they alsoassistin detectionof bugs. For ex-
ample,in additionto the StackAr problemnotedin Sec-
tion 4.3, our experimentsalsorevealeda bug in the Vec-
tor classfrom JDK 1.1.8.ThetoString  methodthrows
an exceptionfor vectorswith null elements. Our original
(codecoveragecomplete)testsuitedid not reveal this bug,
but Daikon reportedthat the vector elementswere always
non-nullonentrytotoString , leadingto discovery of the
bug. Thebugis correctedn JDK 1.3.

Thegoalof producingprogramspecificationss soimpor-
tantthatit is worthwhileto considemary approachesOur
researctsuggestshatanovel approactcancomplementx-
isting ones:generate¢he specificatiorunsoundlythencheck
it, resultingin a specificationand a verification of its cor-
rectnessWe believe thatunsoundspecificationganalsobe
usedto advantagein other situations: this can expandthe
applicability and utility of specificationsand provide mary
of the benefitsof soundspecificationsjn more situations.
Evenif full input—outputrelationsarehardto generateuto-
matically, universallytrue propertieqespeciallyconditional



invariantsthatcharacteriz¢herelationareastepin theright
direction.

5.1 Benefitsof integration

Staticanddynamicanalysedave complementangtrengths
andweaknesseso combiningthemhasgreatpromise:dy-
namicanalysiscanproposeprogrampropertiedo beverified
by static analysis. Integrating dynamicinvariantdetection
with staticverificationhasbenefitsfor bothtools.

Use of a staticverifier to augmentdynamicinvariantde-
tection overcomesa potential objectionaboutpossiblyun-
soundoutput,classifieghe output(asproventrue or poten-
tially incorrect)to permitprogrammerso useit moreeffec-
tively, permitsverifiedinvariantsto beusedn contexts(such
asinput to certainprograms}hatdemandsoundinput, and
mayimprovetheperformancer outputof dynamicinvariant
detection. As a result,more programmergantake adwan-
tageof dynamicallydetectednvariantsin a variety of con-
texts. This may eventuallyleadto fewer bugs(by introduc-
ing fewer and detectingmore), betterdocumentationjess
time wastedon programunderstandingbetter test suites,
moreeffective validationof programchangesandmoreef-
ficientprograms.

Use of dynamically detectedinvariants can bootstrap
staticverificationby providing initial programannotations,
goals,andintermediateassertionsFewn programmer&njoy
or are good at annotatingprograms,a time-consumingte-
dious,anderrorpronetask. This automationmay speedhe
adoptionof staticanalysigoolsby lesseningheuserburden,
evenif somework still remainsfor the user Dynamically
detectednvariantscanalso checkandrefine existing spec-
ificationsandindicatepropertiegprogrammersnight other
wise have overlooked. Theseimprovementscould leadto
preventionandto earlier detectionof errors, aiding in the
productionof more robust, reliable, and correctcomputer
systems.

6 Relatedwork

This is the first researchwe are aware of that hasdynam-
ically generatedthenstaticallyverified, programspecifica-
tions,or hasusedsuchinformationto investigateheamount
of information about program semanticsavailable in test
runs. Thetwo componentechniquesarewell-known, how-
ever.

Dynamic analysishasbeenusedfor a variety of tasks;
for instance,inductive logic programming(ILP) [Qui90,
Coh94 producesa setof Horn clauseg(first-orderif-then
rules) and can be run over programtraces[BG93], though
with limited successProgrammingoy example[CHK 93]
is similar but requiresclose humanguidance,and version
spacexan compactlyrepresensetsof hypothese$Mit78,
Hir91, LDWOQ]. Value profiling [CFE97, SS98 CFE99
can efficiently detectcertain simple propertiesat runtime.

Eventtracescangeneratdinite statemachineghatexplicate
potential systemorganizationor behaior [BG97, CW98a,
Cwos8H. Programspectrd AFMS96, RBDL97, HRWY98,
Bal99 also captureaspectsof systemruntime behaior.
None of theseother techniqueshas beenas successfuls
Daikon for detectinginvariantsin programs,thoughmary
have beenvaluablein otherdomains.

Many staticinferencetechniqueslsoexist, including ab-
stractinterpretation(often implementedby symbolic exe-
cution or dataflav analysis),model checking,andtheorem
proving. (Spaceprohibitsacompletereview here.)A sound,
consenrative static analysisreportspropertiesthat are true
for arny programrun, andtheoreticallycandetectall sound
invariantsf runto corvergencgCC77]. Staticanalyse®mit
propertieghat aretrue but uncomputableand propertiesof
the programcontext. To control time and spacecomplex-
ity (especiallythe costof modelingprogramstateslanden-
suretermination,they make approximationghatintroduce
inaccuracieswealening their results. For instance,accu-
rate and efficient alias analysisis still beyond the stateof
the art [CWZ90, LR92, WL95], thoughfor specificappli-
cations,contets, or assumptionsefficient pointeranalyses
canbesufficiently accurat§Das0q.

Therearemary othertoolsbeside€£SC/Jaafor statically
checking specifications[Pfe92 DC94, EGHT94 Det96
Eva9g6 NCOD97 LN98]. Theseothersystemshave differ-
ent strengthsand weaknessethan ESC/Jaa, but few have
the polish of its integration with a real programminglan-
guage.

An independenproject[JvHT 98, HIv0] verified anob-
jectinvariantin Java’s Vector classusingautomatidrans-
lationto PVS[ORS92 ORSVH9j, userspecifiedgyoals,and
someuserinteractionwith PVS.

6.1 Houdini

The researchmost closely relatedto our integrated sys-
tem is Houdini, an annotation assistantfor ESC/Jaa
[FLO1, FJLOJ. (A similar systemwas proposedby Rin-
tanen[Rin0Q].) Houdiniis motivatedby the obsenationthat
usersare reluctantto annotatetheir programswith invari-
ants;it attemptdo lesserthe burdenby providing aninitial
set. Houdini takes a candidateannotationsetasinput and
computeghe greatessubsenf it thatis valid for a particu-
lar program. It repeatedlyinvokesthe checler andremoves
refutedannotationsuntil no more annotationsare refuted.
The candidatdénvariantsareall possiblearithmeticcompar
isonsamongfields (and“interestingconstants'suchas—1,
0, 1, arraylengths,andnull ); mary elementf thisinitial
setaremutually contradictory

Houdini hasbeenusedto find bugsin several programs.
Over30%of its guesse@nnotationgreverified,andit tends
to reducehenumberof ESC/Jaawarningsby afactorof 2—
5. At presentHoudini may be more scalablethanour sys-
tem. Houdinitook 62 hoursto runona 36,000-lineprogram.



Daikon hasrunin underanhouron several10,000-linepro-
grams.Becauset currentlyoperate®ffline in batchmode,
its memoryrequirementsnake Daikon unlikely to scaleto
significantlylarger systemswithout re-engineeringsuchan
effort is now undervay. This is a limitation of the Daikon
prototype,not of thetechniqueof dynamicinvariantdetec-
tion.

Daikon’s candidateinvariants are richer than those of
Houdini; Daikon outputsimplicationsanddisjunctions and
its baseinvariantsare also richer, including more compli-
catedarithmeticand sequenceperations. If evenonere-
quiredinvariantis missing,thenHoudinieliminatesall other
invariantsthat dependon it. Houdini makesno attemptto
eliminateimplied (redundantjnvariants asDaikondoeg(re-
ducingits outputsizeby anorderof magnitudg ECGNO0Q),
soit is difficult to interpretnumbersof invariantsproduced
by Houdini. Finally, Houdiniis not publicly available,sowe
cannotperformadirectcomparison.

Merging the two approachegould be very useful. For
instance Daikon’s outputcould form the input to Houdini,
permitting Houdini to spendlesstime eliminatingfalsein-
variants.(A prototype‘dynamicrefuter’— essentiallyady-
namicinvariantdetector— hasbeenbuilt [FLO1], but node-
tails or resultsaboutit areprovided.) Houdini hasadifferent
intentthanDaikon: Houdini doesnot try to producea com-
plete specificationor annotationghat are goodfor people,
but only to make up for missingannotation@ndpermitpro-
gramsto be lesscluttered;in that respect,it is similar to
typeinference.However, Daikon’s outputcould perhapse
usedin placeof Houdini’s. Invariantsthat aretrue but de-
pendon missinginvariantsor arenotverifiableby ESC/Jaa
would not be eliminated sousersmight be closerto a com-
pletely annotategrogram thoughthey might needto elim-
inatesomeinvariantsby hand.

7 Futurework

Section4 listed a numberof limitations of our system(and
its componentdaikon and ESC/J&a) that shouldbe cor-
rected. We would alsolike to investigatewhat test suites
leadto goodspecificationsasnotedin Section5.

Another obvious way to extend this work is to usedif-
ferentinvariantdetectorghan Daikon or differentverifiers
than ESC/Jaa. Section6 lists some other invariant de-
tectors. Examplesof static verifiers that are connected
with realprogrammindanguage#cludeLCLint [EGHT94,
Eva96 Eva0Q, ACL2 [KM97], LOOP[JvHT 98], Jasa Path-
Finder[HPO(, andBandergCDH*0Q].

We are currently integrating Daikon with IOA [GLV97,
GLO0Q], aformallanguagdor describingcomputationapro-
cesseghat are modeledusing I/O automatgLyn96, LT87,
LT89]. ThelOA toolset(http://theory.lcs.mit.edu/
tds/ioa.html ) permitslOA programsto berun andalso
provides an interfaceto the Larch Prover [GG90, GG9],
SAGGT93], aninteractive theorem-preing systemfor mul-
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tisortedfirst-orderlogic. Daikon will proposegoals,lem-

mas, or intermediateassertionsfor the theorem prover.

Sideconditionssuchasrepresentatiomvariantscanenable
proofsthatholdin all reachabletatesor representationbut

notin all possiblestater representations)t canbetedious
and errorpronefor peopleto specify the propertiesto be
proved,and currentsystemshave trouble postulatingthem;
someresearchersonsiderthattaskharderthanperforming
theproof[Weg74, BLS96 BBM97]. Our preliminaryexper

imentshave resultedn the automatiadetectionof invariants
usedin a publishedproof [GLOQ].

We arealsointerestedn recovering from failed attempts
at staticverification. Broadly speakingyerificationfails be-
causethe goal propertiesaretoo strongor too weak. Prop-
ertiesthat aretoo strongmay be true but beyond the capa-
bilities of the verifier, or may not be universally true (for
instance guaranteedy the programcontext or artifactsof
thetestsuite). Propertieghataretoo weakaretrue,but can-
not be proved by the staticverifier or arenot usefulto it —
for instance,loop invariantsmay needto be strengthened
to beproved. We anticipatethatdynamicinvariantdetection
will proposanoreoverly-strongnvariantsthanoverly-weak
ones. Whenverificationfails, we would like to know how
to strengtherandwealeninvariantsin a principledway, by
examiningthe sourcecode,programexecutions patternsof
invariants,and verifier output, to increasethe lik elihood of
successfuberification.

While dynamicinvariantdetectionhasbeensuccessfuin
several applicationdomains,we believe thattruly success
ful programanalysisrequiresboth staticanddynamiccom-
ponents. Someof the propertiesthat are difficult to obtain
from a dynamicanalysisare apparenfrom an examination
of the sourcecode,andpropertieshat arebeyond the state
of theartin staticanalysiscanbeeasilychecledat runtime.
We plan to integrate more static analysisinto our system
(and particularly into Daikon). For example,the dynamic
analysisneednot checkpropertiesdiscoveredby the static
analysis,and the dynamicanalysiscan focus on statically
indicatedcode.

8 Conclusion

We have proposed,implemented,and experimentally as-
sesse@ novel approactto producingcorrectspecifications:
generatethem unsoundlyfrom program executions,then
verify them. To our knowledge,oursis the first systemto
dynamicallydetectandthenstaticallyverify programspeci-
fications.

Our experimentsndicatethat evenlimited testsuitesac-
curatelycharacterizggeneralexecutionproperties:ithey can
generatea consistenandsufiicient setof specificationghat
canbe automaticallyverified with little or no change.This
surprisingresult suggestghat runtime propertiesmay not
be asunreliableasgeneralopinionholds,givenan effective
methodfor extractingthem. We do not yet have a princi-



pled descriptionof the static characteristicof a test suite
thatresultin a high-qualitygeneratedpecificationput even
simplesystemtestsseemnto be suficient.

Our experimentsalsodemonstratéhe effectivenesof dy-
namic invariantdetection,and of the Daikon implementa-
tion. More specifically in our tests,it generatedpecifica-
tionswith high (about95%)precisionandrecall,whenmea-
suredagainsthetaskof staticverificationby ESC/Jaa. This
validategheapproachof producingnvariantsfrom program
executions.

The results generallyjustify the use of unsoundtech-
niguesin appropriatevaysin programdevelopmentandsug-
gestthat thesemay be extendedto programspecifications,
which have traditionally requiredcompletecorrectnessWe
alsofoundthatintegratingstaticanddynamictechniquesn
our systemproducesbenefitsin eachdirection, becauseof
their complementangtrengthsandweaknessed-inally, dy-
namicallygenerateagpecificationgnay assistin bug detec-
tion andproveto be avaluablemeasuref testsuitequality.
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